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1. OBILIASI XAPAKTEPUCTHUKA TIPUMEPHOM PABOYEN TPOT'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA
IIM.01 DKCIIVIYATALIUSA ABTOMATU3UNPOBAHHBIX (MH®OPMAILIMOHHDbIX)
CUCTEM B 3BAIIMIIIEHHOM UCIIOJIHEHUHU

1.1. Heab ¥ muiaHupyemble pe3yJbTaThl 0CBOeHHSI NP0 ecCHOHATBLHOT0 MOTYJIS

1.1.1. B pe3ynbTaTe n3yueHus npodecCHOHATBLHOTO MOYJIS CTYJIEHT OJDKEH OCBOUTH OCHOBHOM
BUJl JEATENLHOCTH OJKCHiyamayus asmomMamusupo8aHHulx (UHGOpMayuoHHslix) cucmem 8
3auuueHHOM UCNOIHeHUY U COOTBETCTBYIOIINE eMy MpodeccuoHaIbHbBIE U 001IMe KOMIIETCHIIUU:

Koxa HaumeHoBaHue BUAOB JeITEJIbHOCTH U I[pO(l)eCCI/IOHaJILHbIX KOMIIeTeH Uil

B 1 JKCIUIyaTalMss  ABTOMATH3MPOBAHHBIX  (MH(OPMALMOHHBIX)  CHCTeM B
3aLUIIEHHOM MCIIOJIHEHUH

I[IK 1.1. | [Ipou3BOOUT, yCTAHOBKY M  HACTPOWKY KOMIIOHEHTOB aBTOMAaTU3MPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CHUCTEM B 3allUIICHHOM HWCIOJIHEHUH B COOTBETCTBUHU C
TpeOOBaHUSAMU IKCIUTYaTAIIHOHHOW TOKYMEHTAIUH.

IIK 1.2. | ADIMUHHCTpUpPOBAaTh MpPOTrpaMMHBIE M  [POrPAMMHO-ANIMAPATHBIE  KOMIIOHEHTHI
aBTOMATH3UPOBAHHON (MH(POPMAIIMOHHO) CHCTEMBI B 3aIIUIIIEHHOM UCTIOJTHEHUH.

[IK 1.3. | O6ecnieunBath OecriepeOoiiHyt0 paboOTy aBTOMATHU3WPOBAHHBIX (MH(POPMAIIMOHHBIX)
CHCTEM B  3alllMIICHHOM WCIOJHCHUM B  COOTBETCTBHM C  TPEeOOBaHUSMHU
AKCIUTYaTallMOHHOM JJOKYMEHTAIUH.

[1IK 1.4. | OcymiecTBisTh MPOBEPKY TEXHUYECKOTO COCTOSIHUS, TEXHHUYECKOE OOCTy)KMBaHUE U
TEKYIIMH PEMOHT, YCTpPaHATh OTKa3bl M BOCCTAHABIMBaThb pPabOTOCIIOCOOHOCTH
aBTOMATH3MPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3alIMIEHHOM HCIIOJTHEHUU.

1.1.2. O01mme KOMIETEeHI MM

Kon HanMeHoBaHMe BUAOB JeATEJIbHOCTH ¥ NPO(PECCHOHATBHBIX KOMIIETEHIIHI

OK 1. | Boibupats ciocoObl permieHus 3aad npoecCHOHaIbHON AESITeIbHOCTH, IPUMEHUTEIBHO
K pa3IM4HbIM KOHTEKCTaM.

OK 2. | OcymecTBasTh NOUCK, aHAINU3 U UHTEPIPETAINIO HHPOPMAIIHN, HEOOXO0AUMOM JIIs
BBINOJIHEHUS 3a/1a4 TPO(PECCUOHATILHON EATEIbHOCTH.

OK 3. | IImanupoBaTh M peaan30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBEHOE U IHYHOCTHOE
pa3BUTHE.

OK 4. | PabGorarp B KOJUIEKTUBE U KOMaHJ€e, 3P(HEKTUBHO B3aUMOIEHCTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KJIMEHTAMH.

OK 5. | OcyniecTBisTh yCTHYIO M IMCBbMEHHYI0 KOMMYHHUKAIIUIO HA TOCYAAPCTBEHHOM SI3BIKE C
Y4ETOM OCOOCHHOCTEH COLMAIBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. HpOHBJ’I}ITB Irpa)kAaHCKO-MIATPUOTHYICCKYIO ITO3UIUTI0, ACMOHCTPUPOBATE OCO3HAHHOC
MOBCACHUEC HA OCHOBC TPAAULIMOHHBIX OGH.IC‘-ICHOBC‘-ICCKI/IX LICHHOCTEH.

OK 7. | ConelicTBOBaTh COXpaHEHHIO OKPY’KaIOLIEH cpefibl, pecypcocOepexeHnto, 3hHeKTHBHO
JIECTBOBATh B UPE3BBIYANHBIX CUTYyaIUsX.

OK 8. | Ucnonb3oBath cpenctBa (pU3MUECKOM KYIbTYpHI JUIsl COXPAHEHUS M YKPEIUIEHUS 3/I0POBbS
B IIpoliecce Npo(hecCHOHANBHOM AeSITeTbHOCTH U MOAJIEpKaHHE HEOOX0IMMOI0 YPOBHS

q)HSquCKOﬁ HOATOTOBJICHHOCTH.




OK 9.

Hcnonp30BaTh MHPOPMAITMOHHBIE TEXHOJIOTHH B TPO(PECCHOHATBHOM NS TEIbHOCTH.

OK 10.

[Tonp30BaTbes MpodeccnoHaIbHOM TOKYMEHTALUEH Ha TOCYAapCTBEHHOM U MHOCTPAaHHOM
S3bIKAX.

1.1.3. B pesynbTaTe ocBoeHHS MPO(HECCHOHATLHOTO MOIYJISI CTYJAEHT JOKEH:

HNmeTn

NPAKTHYeCKHii | aBTOMATU3UPOBAHHBIX (MH(POPMALIMOHHBIX) CUCTEM,;

— YCTAHOBKH H HaCTPOﬁKH KOMIIOHCHTOB CHUCTEM 3alllMThl HH(bOpMaLII/II/I

OIBIT — aIMHUHHCTPUPOBAHHUS aBTOMATHU3MPOBAHHBIX CHUCTEM B  3allUIIEHHOM
UCTIOJTHEHUH;
— O9KCIUTyaTaluu KOMITOHCHTOB CHCTEM 3alUThI UHpOpMAIUU
ABTOMATH3UPOBAHHBIX CHCTEM;
— JIMarHOCTUKHU KOMITIOHEHTOB CHCTEM 3aIUThI uHpOpMALIUU
ABTOMATH3UPOBAHHBIX CHCTEM, YCTPAHEHUS OTKAa30B M BOCCTAHOBIICHHS
paboTOCIIOCOOHOCTH aBTOMATHU3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CHCTEM B
3alIUIIEHHOM HCIIOJTHEHUN

yMeTh — OCYHIIECTBJISATH  KOMIUICKTOBaHWE,  KOH(PHUIYPHpPOBAHHWE,  HACTPOUKY
ABTOMATH3UPOBAHHBIX CHCTEM B 3AIIUIICHHOM HCTIOJTHEHUU KOMIIOHEHT CHCTEM
3alIMThl UHPOPMAIIMK aBTOMATH3UPOBAHHBIX CUCTEM;
— OpraHU30BbIBaTh, KOH(PUTYPUPOBATH, MPOU3BOANTH MOHTAX, OCYIIECTBIISATh
JMAarHOCTUKY U YCTPaHATh HEUCIPABHOCTH KOMITBIOTEPHBIX CETe, paboTaTh ¢
CETEBBIMH MTPOTOKOJIAMHU Pa3HBIX YPOBHEH;,
— OCYIIECTBJIATh KOH(PUTYPUPOBAHHE, HACTPOHKY KOMIIOHEHT CHCTEM 3allUThI
UH(POPMALIN aBTOMATU3UPOBAHHBIX CUCTEM;
— MPOU3BOJMTH YCTAHOBKY, aJanTallMii0 M  CONPOBOXJICHUE THIIOBOTO
IPOrPaMMHOTO  O0ECIICUEHUs, BXOJAIICTO0 B COCTaB CHUCTEM  3allUThI
MH(POPMALIUK aBTOMATU3UPOBAHHOW CHCTEMBI
— HacTpauBaTh M YCTPAaHITh HEUCIPABHOCTH MPOrPaMMHO-AMMapaTHBIX
CPeACTB 3alluThl WHGOpPMAMM B KOMIIBIOTEPHBIX CETSIX IO 3a/JlaHHBIM
npaBUIaM,
— obecnieunBaTh ~ pabOTOCHOCOOHOCTh,  OOHApyXHBaTb U yCTPaHATh
HEHCIIPABHOCTH

3HATh — COCTaB M MPUHIUIBI pabOThl aBTOMATH3UPOBAHHBIX CHUCTEM, ONEPAIMOHHBIX

CHCTEM U Cpe;

— NPUHIOUNBl  Pa3pabOTKH  alNTOPUTMOB IPOTpaMM, OCHOBHBIX IPHEMOB
IPOTPaMMHUPOBAHUS;

— Mozenu 0a3 JaHHBIX;

— NPUHLUIBL MOCTPOEHMs, (U3NUYECKHe OCHOBBI paboThl mepudepuiHbIX
YCTPOMCTB;

— TEOpPETUYECKHE OCHOBBI KOMITBIOTEPHBIX CETEH M UX alMapaTHBIX KOMIIOHEHT,
CEeTeBbIX MOJIeNel, TPOTOKOJIOB U MPHHIIUIIOB aJpecalliu;

— MOPAZOK YCTAaHOBKH U BBOJIA B AKCIUTYaTaIMIO CPEICTB 3aLIUTHI MH(OpMAIH
B KOMITBIOTEPHBIX CETSIX;

— MPHUHLUIBl OCHOBHBIX METOJOB OPraHU3allMM U MPOBEJEHHS TEXHUYECKOTO
0OCITy’)KUBaHUsSI BBIYUCIUTENPHON TEXHUKU U JPYTUX TEXHUUYECKHX CPEICTB
MH(OpMaTHU3ALNH.




1.2. Kosim4ecTBO 4aCOB, OTBOJAMMOE HA OCBOEHHE NMPO(eCCHOHATBLHOT0 MOAYJIA
Bcero 857 uac, u3 Hux
Ha ocBoeHne M/IK — 669 gyacos, B ToM umcie
Ha MPOMEXKYTOUHYI0 arrectanuio no MJIK — 48 gacos,
Ha npakThku — 180 vacos



2. CTPYKTYPA U COAEPKAHUE TPO®ECCHUOHAJIBHOI'O MOAYJIA
2.1. CtpykTypa npoecCHOHAJIBLHOI0 MOLYJISI

HaunmenoBanue
pa3esioB U TeM

npogdeccuoHAIBLHOT0 Conep:kanue y4eOHOT0 MaTepHuaJia, JJadopaTopHble pad0ThI M MPAKTHYECKUE 3aHATHS, caMocTosiTeJibHAsE | O0beM
moayJs (ITM), padoTa 00y4aImuxcs 4acoB
MEKIN CHUIITHHAPHBIX
Kypcos (MJK)
1 2 3
Pa3nes 1 moayas. YcTaHOBKA M HACTPOHKA AaBTOMATH3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B 3aIIMIIEHHOM HCIIOJTHEHUH
MJK.01.01 OnepaunnoHHbIe CHCTEMBI 135
Pa3zgea 1. DjieMeHTHI TEOPUU ONEPANMOHHBIX cucTeM. CBOICTBA ONepPallMOHHBIX CHCTEM
Tema 1.1. OcHOBEI Conep:xanue 5
TEOPHUH OINEPAlMOHHEIX | OnpeneseHue onepauoHHoi cuctembl. OCHOBHbIE MOHATUSA. McTOpHs pa3BuTHS OnepalluOHHbBIX cucTeM. Buibl
CUCTEM orepanrMoHHbIX cucteM. Kinaccupukaius onepanoHHBIX CUCTEM IO Pa3HBIM Mpu3HakaMm. OneparoHHast
crcreMa Kak mHTepderc Mexay mporpaMMHBIM | anmapaTHbIM obecrieueHneM. CHCTEMHBIE BHI3OBBI.
HccnenoBanust B 0071aCTH ONEPALUOHHBIX CUCTEM.
Tema 1.2. Mammnno- | Coaepskanue 5
3aBUCHMBbIC M MaIIUHHO- | 3arpy3unk OC. MHnnmanusanus annapatHseix cpeacts. Iponecce 3arpysku OC.
He3aBHCUMEBIE CBOMCTBA | [Tepenocumocts OC. MammnaHo-3aBucuMbie Moy OC. 3agaun OC 110 yrpaBiIeHHIO ONepaIMsiMH BBOIA-
ONEPAllMOHHBIX CUCTEM | BbIBOJA. MHOTrOCI0HAs MOJIEIb MMOJICUCTEMBI BBOIa-BhIBOIA. [paiiBepsl. [Toaaepxka onepamnuii BBO1a-BbIBOAA.
Pabora ¢ gaitnamu. @aiinosas cucrema. Buasl ¢aiinossix cucrtem. dusznueckas opranuzanus (aniaoBoit
cucrembl. Tunsl ¢aitnos. PaitnoBsle onepaiyy, KOHTPOJIb IOCTYMA K ¢aiinam.
TemaTnka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT
Buptyansubie mamunsl. Co3anue, Moaudukanys, padota 14
VYceranoska OC
Coznanue U U3y4eHue CTPYKTYpbI pa3JIeoB KECTKOTO IUCKa
Omnepauuu ¢ daiinamu
Tema 1.3. MonynbHas Conepxanue 5

CTPYKTYpa

Dk30s71po. Moaens kimeHT-cepBep. PaboTa B pesxkume nosib3oBatesns. PaboTa B KOHCOIBHOM pexUME.




ONCpalOHHBIX CUCTCM,
IMPOCTPAHCTBO
IIOJIB30BaTECIIA

O00J104KH OTIEPALIMOHHBIX CHCTEM.

TemaTHuka NMPAKTUYIECCKUX 3aHSATHHA 1 ﬂaﬁopaTopme paﬁoT

PaGota B KOHCONBEHOM U IpaUUECKOM peKUMAX

Tema 1.4. YpasneHnue
NaMSThIO

Conep:xkanue

OcHoBHoOe yrnipaBieHue naMaTbo. [lonkauka. BupryaneHas namsaTe. AIropuTMsl 3aMellieHHs cTpaHull. Borpocst
pa3paboTKU CUCTEM CO CTPAaHUYHOM opraHu3anuei namsata. Bonpocs! peanusamuu. CerMeHTanus namMstiu

TemaTHuka NMPAKTUYIECCKUX 3aHSATHHA 1 ﬂaﬁopaTopme paﬁoT

MOHI/ITOpI/IHI‘ 3a UCIIOJIB30BAaHUECM IIaMATHU

Tema 1.5. Ynupasnenue

Conepxanue

npoleccamu, [Tonsarue npouecca. [lonstre noroka. [lonsarue npuopurera u ouepean MpoLeccoB, 0COOEHHOCTH
MHOT'OIIPOLIECCOPHBIE MHOTOITPOLIECCOPHBIX cUCTEM. MeKIpolieccopHOe B3auMo/ieiicTBre
CHUCTEMBI [TonsaTue B3anMoOI0KHPOBKH. Pecypchl, oOHapyxeHue B3anMOOIOKHPOBOK. V30eranne B3anMoOIOKUPOBOK.
[IpenoTBpaiieHne B3auMoOJIOKUPOBOK
TemaTuka NpaKTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT
VYnpasieHue npoueccammu»
HabmtoneHue 3a UCIOIB30BaHUEM PECYPCOB CHCTEMBI
Tema 1.6. Conepxanue

Bupryanuzanus u
001aYHEBIC TEXHOJIOTHHI

TpeboBanusi, mpuMeHsieMble K BupTyanu3anuu. ['unepsuszopsl. TexHonoruu 3ppeKTHBHON BUPTyaTU3aLINN.
Bupryanuzanusa mamsatu. Bupryanusanus BBoAa-BeiBoa. BupTyanbHble yeTporcTBa. Borpocs!
JIMLEH3UPOBAHUS

OO6nayHbIC TEXHOJIOTHH. HccnenoBanus B obiactu BUPTYAJINU3allUA U 00J1aK0B

TemaTnka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT

W3yyenue npuMepoB BUpTYyanbHbIX MaiuH (VMware, VBOX)

Pa3nen 2. BezonacHocTh

ONCPAUOHHBIX CUCTEM

Tema 2.1. [Ipuniuns
MOCTPOCHUS 3AIUTHI
uHpopManuu B
OTIePAIIMOHHBIX
cucTemMax

Conepxanue

[Tonsarue 6ezonacnoctu OC. Knaccudukanus yrpo3z OC. UcTtounuku yrpo3 HHGOPMALMOHHOM 0€30MacHOCTH U
00BeKThI Bo3neicTBus. [lopsaaok obecriedenust 6e30macHOCTH MHPOPMAIH NP SKCIUTyaTalluy ONepalliOHHbIX
cuctreM. llltatHbie cpencta OC aiis 3amuThl HHGOPMAIUK.

AyteHTudukanys, aBTopusanus, ayaur.




TemaTnka NpaKTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT

VYpaBieHue yYeTHbIMU 3alIMCAMU MTOJIB30BATENEH M JOCTYIIOM K pecypcam 7
AyauT COOBITHI CHCTEMBI
W3ydyeHne mTaTHbIX CPEJICTB 3aUIUThl UHOPMAIIUU B ONEPALIMOHHBIX CHCTEMax
Pa3znea 3. OcoOenHocTH padoThl B COBPEMEHHBIX ONEPANUOHHBIX CHCTEMAX
Tema 3.1. Coaepixanue )
OnepanroHHble O0630p cuctemsl Linux. [Ipoueccs! B cucreme Linux. Ympasnenue namsteio B Linux. BBo1-BeIBOA B cucteme
cuctemsl UNIDX, Linux, | Linux. ®aiinosas cucrema UNIX.
MacOS u Android OrneparnmoHHbie cucTeMbl cemeiictBa Mac OS: 0cOOCHHOCTH,
PEUMYIIECTBA U HETOCTATKH.
Apxurekrypa Android. [Ipunoxenus Android
TemaTnka NpakKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT
Co3nanue nuctpuObroTuBa Linux. YcranoBka. 7
Pa6ora 8 OC Linux.
Tema 3.2. Conep:xkanue 5
Omnepannonnas cucreMa | Ctpykrypa cuctemsl. [Iponeccst u motoku B Windows. Ynpasiienue namsatbio. BBoa-BeiBos B Windows.
Windows TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT
YcraHoBKa 1 iepBuyHas HacTpoiika Windows. 7
Tema 3.3. CepBepHbie Conepxanue 7
OTEepPALIMOHHBIE OcnoBnoe Ha3HaueHue ceppepHbix OC. Ocobennoctu cepepHbix OC. Pacnipenenennsie GpailioBbie CUCTEMBI.
CUCTEMbI TemaTnka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT
Pabota c cereBoii aitioBoii cucTeMoi. 6
Pabora ¢ cepepnoii OC, Hampumep, AltLinux.
M/IK.01.02 Ba3bl JaHHBIX 114
Pa3nes 1. OcHoBBI Teopuu 0a3 JaHHBIX
Tema 1.1. OcHOBHBIE Conep:kanue 2

MOHSTHUS Teopun 0a3
IaHHBIX. Monaemn
JTAHHBIX

[TonsTue 6a3p1 JaHHBIX. KOMIIOHEHTHI cUCTeMBI 0a3 JaHHBIX: JaHHBIE, allapaTHOe o0ecIeueHne, MporpaMMHOe
oOecnieueHue, nojiab3oBaTesnn. OTHONOIB30BaTENbCKIE U MHOTOIIOJI30BATENIbCKIE CUCTEMBI 0a3 JaHHBIX.
HNuTterpupoBannbie u odume ganabie. OOBEKTHI, CBOMCTBA, OTHOIICHUS. [leHTpani3oBaHHOE yIIpaBiIeHHE
JAaHHBIMH, OCHOBHBIE TPEOOBaHMUSI.




MOI[CHI/I JaHHBIX. I/Iepapanecm/le, CCTCBLIC U PCIIAIUOHHBIC MOACIIN OpTaHU3allui JaHHBIX. HOCTpCHHHHOHHLIC
MOACIN JAHHBIX.

Tepmunonorus pensuuoHHbIX Mozenei. Knaccudukamnus cymuocteit. JIBenaamnars npasui Kogna mis
onpeeaeHusl KOHUENIUN PETSIUOHHON MOJEIIH.

Tema 1.2. OcHOBEI
PEISIITUOHHON aNTreOphl

Conep:xkanue

OCHOBBI pesAIMOHHOM anreOpbl. TpaauinoHHbIe onepaluy Haj oTHOIIeHUAMHU. CriennaibHbIE OTepalluy HaJT
oTHoleHusAMH. Onepanuy HaJl OTHOLICHUSIMU JIOTIOJTHEHHBIE JleToM.

TemaTHuka NMPAKTUYIECCKUX 3aHSATHHA 1 ﬂaﬁopaTopme paﬁoT

Omneparuu HaJl OTHOIICHUSIMU

Tema 1.2. ba3zoBrle
MIOHSATHS U
KJ1acCu(PUKaIUsI CUCTEM
ynpasiieHus: 6azamu
JIAHHBIX

Conep:xkanue

bazosbie nousatus CYB/l. OcHoBuble pynkunn, peanuzyembie B CYB/[. OcHoBubie komnoneHTsl CYB/] u nx
B3aumoyeiicteue. Unrepdeiic CYB/I. S3wikoBbie cpenacrea CYB/l. Kimaccuduxamus CYB/l. CpaBauTenpHas
xapakrepuctuka CYB/I. 3nakomctBo ¢ CYB/] (110 BBIOOpPY)

Tema 1.3.
IlenocTHOCTH JAHHBIX
KaK KJIIOYEBOE ITOHITHE
0a3 JaHHBIX

Conepxanue

IToHsATHE LIETOCTHOCTH U HCIIPOTUBOPCUYUBOCTU NAHHBIX. HpI/IMepLI HapyHmCHUA HEJIOCTHOCTHU U
HEIIPOTUBOPCUNBOCTHU NAHHBIX. HpaBI/IJ'Ia " OTpaHUYCHU.

Paznea 2. [IpoekTnpoBanne 6a3 JaHHBIX

Tema 2.1.
HNudopmanmonnsie
MOJICITH PEIISIITAOHHBIX
0a3 JaHHBIX

Conepxanue

Tunel nHpOpMAIMOHHBIX Mojienel. Jlornueckue Moenun 1aHHbIX. Du3ndyeckrue MoAeIn TaHHBIX.

TemaTnka NpaKTHYECKUX 3aHATHH H J1a0OPATOPHBIX padoT

HpOGKTI/IpOBaHI/Ie I/IH(I)OJ'IOFI/I‘IGCKOI\/'I MOACIN JAHHBIX

Tema 2.2.
Hopmanu3zanus Tabmuig
PeNSIIMOHHOM 0a3bl
JTAHHBIX.
[IpoexTupoBanue
CBSI3EU MEXIY
TabIMIIaMu.

Conepxanue

Heo6xoauMocTs HOpManu3anuu. AHOMaJTMW BCTaBKH, yialeHus u oOHoBieHus. [IpuBenenne Tabauis K
TIepBOH, BTOPOH U TpeThel HopMabHBIM (popMmaM. JlanbHelas Hopmanu3anus Tadaur. YeTBepTas u msatas
HopMaibHBIE (hopmbl. [IpuMeHeHune mporecca HopMaT3aluH.

TemaTnka NpaKTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT

[IpoexTHpoBaHKEe CTPYKTYpHI Oa3bl JAHHBIX




Tema 2.3. Cpencrsa
aBTOMaTH3alHUU
IPOCKTHPOBAHUS

Conepxanue

CASE-cpenctBa, CASE-cucrema u CASE-rexnonorus. Knaccuduxauus CASE-cpencts. ['papuuaeckoe
npeacTaBieHue mojeneit npoekruposanus. UML. /luarpamma cyniHoCTh-CBsI3b, IUarpaMma OTOKOB JIAHHBIX,
Jauarpamma MnpereieHTOB UCIOIb30BaHUsl.

TemaTuka NpaKTHYECKUX 3aAHATHH U JIaDOPATOPHBIX padoT

[IpoekTupoBanue 6a3bl TaHHBIX ¢ Hcnoiab30BanrneM CASE-cpencTs

Paszgea 3. Opranusanus

0a3 TaHHBIX

Tema 3.1. Co3nganue
0a3bl JaHHBIX.
ManunynupoBanue
JaHHBIMH.

Conep:xkanue

Coznanue 0a3bl 1aHHbIX. PaboTa ¢ Tabnuuamu: co3nanue Tabaulbl, I3AMEHEHUE CTPYKTYPbI, HATIOJIHEHNE
TaOJUIIBI TaHHBIMU. YTIpaBJICHUE 3aNMCIMU: J00aBICHNE, pEAaKTUPOBAaHUE, yaalleHue U HaBuramus. Pabora ¢
0a30l TaHHBIX: BOCCTaHOBIIEHHE U cxkaTHe. OTKphITHE B MOIU(UKAIMS JaHHBIX. KOMaHIbI XpaHeHUs,
I[06aBJ'I€HI/IH, pPEaAaKTUPOBaHUs, YIaJICHUA 1 BOCCTAHOBJICHU S JaHHBIX. HaBI/IFaHI/Iﬂ 10 Ha60py JaHHBIX.

TemaTuka NPaKTHYECKUX 3aAHATHH 1 JIaDOPATOPHBIX padoT

Coznanue 6a3bl nannbix cpenctBamu CYB/l. Pabota ¢ Tabnunamu: nobaBienue, peJakTupoBaHue, yaaleHue,
HaBUTAIU 110 3alIUCIM.

Tema 3.2. IHJIEKCEL.
CBsi3u MEXTY
Ta0IMITAMU.
OO0beauHEHNE TAOIHIT

Conepxanue

[TocnenoBarenbHbIHM MOUCK qaHHBIX. COPTHPOBKA U GMIIbTpanus naHHBIX. HIekcupoBanue Tabmmil. Pasnmndnbie
THUIIbI UHJEKCHBIX (aiinoB. Paboune obnactu u nceB1oHUMbI. CBA3b Ta0aM1. OO0beuHEeHNe TaOIHII.

TemaTnka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT

Co3ganne B3anMOCBS3€EH

CopTtupoBKa, MOUCK U GUIBTPALUS TaHHBIX

CnocoObI 00be TUHEHMS TAOITHIL

Pa3nen 4. Ynpasiienue 6a30ii 1aHHBIX ¢ moMolb0 SQL

Tema 4.1.
CTpyKTypHpOBaHHBIH
sI3BIK 3a11pocoB SQL

Conepxanue

OO1m1ast xapaKTepUCTHKA A3bIKa CTPYKTYpUpOBaHHBIX 3arpocoB SQL. CTpyKTypsl ¥ TUIIBI AaHHBIX. CTaHAAPTHI
a3bika SQL. Komanpl ornpeiesieHus TaHHBIX U MAHUITYJIMPOBAHUS JAHHBIMU.

TemaTuka NpaKTHYECKUX 3aAHATHH U J1aDOPATOPHBIX padoT

Coznmanwne 60a3pl JaHHBIX ¢ ToMoIsio komana SQL. PenakTupoBanue, BCTaBKa U yAAJICHHE JTAaHHBIX CPEICTBAMU
si3pika SQL




Tema 4.2. OnepaTtopsl u
dbyHKIMM si361ka SQL

Conepxanue

CrpyxTypa komansl Select. Yenoue Where. Onepatops! 1 (yHKIIMHM IPOBEpKH yciaoBuid. Jlornueckue
orneparopsl. I'pynmnossie pynkimun. @yHKIMH JaThl 1 BpeMeHH. CUMBOJIbHBIE ()YHKIIHH.

TemaTuka NpaKTHYECKUX 3aAHATHH U JIa0OPATOPHBIX padoT

CO3I[aHI/Ie " UCII0JIb30BAHUC 3aIlIPpOCOB. prrIHI/IpOBKa " arp€rupoBaHUC TAHHBIX

KoppenupoBaHHbIe BI0KEHHBIE 3aIIPOCHI

Coznanue B 3anpocax BbIUMCISAEMBIX NoJel. Vcnonp30Banne yciaoBuid

Pa3nen 5. Opranusanus

pacnpeeIéHHbIX 0a3 JaHHBIX

Tema 5.1.
ApXUTEKTYpbI
pacrpenesieHHbIX 0a3
JTAHHBIX

Conep:xkanue

ApXUTEKTYpHbI KJIHeHT/cepBep. JloCTOMHCTBA U HEOCTATKH MOJIeNIel apXUTEKTYPhl KIIMEHT/CEPBEP U UX BIHSHHE
Ha ¢yHkimonupoBanue ceTeBbix CYB/I. [IpoekTupoBanue 6a3bl JaHHBIX M0JI KOHKPETHYIO apXUTEKTYPY:
KIIMEHT-CEepPBEp, pacipeaeieHHbIe 0a3bl JaHHBIX, apajuielbHas 00padOTKa TaHHBIX.

OTnu4urs ¥ MPerMyIECTBa yIICHHBIX 0a3 JaHHBIX OT JIOKAJBHBIX 0a3 JaHHbIX. [IpenmymiecTBa, HEJOCTATKH U
MECTO IIPUMEHEHUS ABYX3BEHHON U TPEX3BEHHOU ApXUTEKTYPHI.

TemaTuka NPaKTHYECKUX 3aAHATHH 1 JIaDOPATOPHBIX padoT

praBHeHI/IC AOCTYIIOM K 00BeKTaM 0a3bl JaHHBIX

Tema 5.2. CepBepHas
4acTh paclpeesICHHON
0a3bl JTaHHBIX

Conepxanue

[TnanupoBanue u pa3sépreiBanue CYB/I 115 paboThI ¢ KIMEHTCKUMU TTPHIIOKEHUSIMU

TemaTnka NpakTHYECKUX 3aHATHIA U J1a00PATOPHBIX padoT

¥Ycranoska CYB/I. Hacrpoiika komnonentos CYB/I.

Tema 5.3. Kimuenurckasa
4acTh pacnpeaeIeHHON
0a3bl JaHHBIX

Conepxanue

[TnanupoBanue npunoxennii. Opranuzanus uaTepderica ¢ monap3oBaTeneM. 3HAKOMCTBO ¢ MAaCTepaMu U
KOHCTPYKTOpaMU TpU MPOoeKTUpoBaHuU (Hopm 1 oTueToB. Tumsl MeHI0. PaboTa ¢ MeHto: co3naHue,
MoaU (UK.

Hcnonws3oBanne 00bEKTHO-OPUEHTHPOBAHHBIX S3HIKOB MPOTPAMMHPOBAHMUS JIJIS1 CO3/IaHUS KIIMEHTCKOW 4acTh
0a3bl TaHHBIX. TEXHOJIOTHH JIOCTYTIA.

Ontumuzarus npousBoauTenbHocT padoTel CYB/L.

TemaTnka NpaKTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT




Co3nanue GopM U OTUETOB

Coznanue MeHto. ['eneparnusi, 3amyck.

[IpodunupoBanue 3arpocoB KIMEHTCKUX MPUTOKEHHUH.

Pazngen 6. AnMuHUCTpUpPOBaHUE U 0€30MIACHOCTD

Tema 6.1.
Obecneuenue
LIEJIOCTHOCTH,
JIOCTOBEPHOCTH H
HGHpOTI/IBOpe‘-II/IBOCTI/I
JaHHBIX.

Conep:xkanue

VYrpo3ssl nenoctHoctr CYB/I. OcHOBHBIE BUABI M TPUYUHBI BOSHUKHOBEHHS YIPo3 1e0cTHOCTH. CIIoco0bI
nporusonencTsus. IIpaBuia, orpaHnyeHus.

[TonsiTue xpanumon rpoueaypsl. JIOCTOMHCTBA U HEAOCTATKH MCIIOJIB30BAHUS XpaHUMBIX mpouenyp. Ilonsarue
Tpurrepa. SI3plk XpaHUMBIX poLEAYp U TpUrrepoB. KackagHeie BO3ACHCTBYA. Y IIpaBIeHUE TPAH3AKIUAMUA U
K3ILIUPOBAHUE MAMSITH.

TemaTuka NPaKTHYECKUX 3aAHATHH 1 JIaDOPATOPHBIX padoT

PazpaboTka XpaHUMBIX MIPOIIETYp U TPUTTEPOB

Tema 6.2. [lepexsat
UCKITIOUUTEIbHBIX
cuTyauui u oopaboTka
OIIMO0K

Conepxanue

[ToHsATHE NCKITFOUUTEIBHON CUTYyalMi. MSITKUI M )KECTKUM BBIXOJ U3 UCKIIIOYUTEIILHON cuTyannu. Mecro
BO3HUKHOBEHUS UCKIIIOUUTENbHON cuTyaruu. OnpeaeneHne Xxapakrepa olnOKY, BbI3BABIIEH UCKIIIOUUTEIbHYIO
CUTYaLUIO.

Tema 6.3. MexaHu3Mbl
3alUThHl UHQOPMALIUY B
CHUCTEMax yIpaBlIeHUS
0asaMu JaHHBIX

Conepxanue

CpenctBa unentuduxanuu u ayrenrugukamun. O0mue ceeaenus. Opranuzanus B3aumoaeiictsus CYB]l u
6azoBoii OC. Cpexactsa ynpapieHus: 10cTynoM. OCHOBHBIE OHSTHS: CYOBEKTHI U 0OBEKTHI, TPYIIIIBI
10JIb30BAaTENeH, MPUBUIIETHH, POJIU U NPEACTaBIEHUS. SI3bIKOBBIE CpPE/ICTBA pa3TpaHNUEHUs JocTyna. Busl
MPUBWIETHI: TPUBUIIETUN O€30MacHOCTH U AocTymna. KoHnenuus u peanuzanus MexaHu3ma poJie.
CootHomenne npas gocryna, onpenensieMbix OC u CYB/I.

Cpe,I[CTBa 3alllUThI I/IH(I)OpMaI_II/II/I B 0azax JaHHBIX

TemaTnka NpaKTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT

VYnpasneHnue mpaBaMu J0CTyma K 0a3aM TaHHBIX

Tema 6.4.
Kommposanue n
[IEPEHOC JJaHHBIX.
Boccranosnenue
JAHHBIX

Conep:xkanue

Co3naHue pe3epBHBIX KOMUIA Beeil 0a3bl JaHHBIX, )KypHaJa TPaH3aKIHii, a TAKKe OJHOTO MJIU HECKOJIBKUX
¢aitnos unu Qaitnoseix rpynmn. [lapannenusm onepauunit MoaudUKauy TaHHBIX U KOMUPOBAHUS. THITBI
PE3EPBHOTO KONMPOBAHUA. Y IPABIEHUE PE3EPBHBIMU KONIUAMU. ABTOMATH3ALMsI IPOLIECCOB KOMMPOBAHUS.
BoccranoBneHue TaHHBIX




TemaTnka NpaKTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT

Aynut nansbix ¢ nomouisto cpenacts CYB/l u tpurrepos

PeaepBHoe KOIIMPOBAHUEC U BOCCTAHOBJICHHUC 0a3 JaHHBIX

IIpomesxkyTounas arrecrtauus mo M/IK.01.02

IIpumepHbIe BUABI CAMOCTOSITEIbHBIX PA0OT NPH U3yYeHUN pasaesa 1 moay.s

CucremaTndeckas mpopad0TKa KOHCIIEKTOB 3aHATHH, yIeOHOM 1 CHEIMAILHOW TEXHHUECKOH IUTepaTyphl (IT0 BompocaM K naparpadam,
rJiaBaM y4eOHBIX TOCOOUM, COCTABICHHBIM IIPEIOIaBaTEIIeM )

[ToaroroBka Kk MpakTUYECKUM padOTaM C HCIIOTIH30BAHIUEM METOINYECKUX PEKOMEHIAIUN TIperoaaBarens, 0QhopMIeHUE MPAKTUIECKUX
paboT, OTYETOB K UX 3AIIUTE.

Y4yeOHas npakTuka pasgena 1 moayus

Buasbi pador

YcTaHoBKa NpOrpaMMHOI0 00€CIIeYeHUsl B COOTBETCTBUH C TEXHUUECKOHW JOKYMEHTAIHEH.

Hacrpoiika napameTpoB paOOThI IPOrpaMMHOI0 00eCIIeYeHus], BKIIIOUasi CHCTEMbI YIpaBIeHUs 0a3aMU JaHHBIX.

Hactpolika KOMIIOHEHTOB OJCUCTEM 3aILUThl UHOOPMALIUU ONEPALIUOHHBIX CUCTEM.

VYipaBieHre y4eTHBIMU 3alIMCSAMU IT0JIb30BATENEH.

Pabora B onepanoHHBIX CHCTEMax ¢ COOIOACHNEM ICHCTBYIONINX TPEOOBaHMIA MO 3aIUTe HH(POPMAIIH.

YcTaHoBKa OOHOBIIEHUSI IPOIPAMMHOTO 0OeCTIEUeHUS!.

KoHTpoJb 11€710CTHOCTH MOJICUCTEM 3aIIUTHI HHPOPMALMU ONEPALUTOHHBIX CUCTEM.

BrinonHeHue pe3epBHOTO KOMMPOBAHUS U aBApUIHOTO BOCCTAHOBJIEHUS pabOTOCIIOCOOHOCTH ONEPAIIMOHHON CUCTEMBI U 0a3bl TaHHBIX

© oo NN

Hcnonb30BaHue NPOrpaMMHBIX CPEACTB Il apXUBUPOBAHUSA HH(DOPMAITUH.
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Paspnen 1. Teopusi TeJ1IeKOMMYHUKALMOHHBIX ceTel

Tema 1.1. OcHOBHBIE Conep:xanue

MOHATHA U OITIPCACIICHUA KJIE[CCI/I(bI/IKaI_[I/IH CHUCTEM CBA3H. COO6H_ICHI/I$I U CUTHaIbl. Buapl SJICKTPOHHBLIX CUTHAJIOB. CHGKTpaJIBHOC
MMpEaACTaBJICHHUC CUTHAJIOB. HapaMeTpLI curHainoB. O0beM u I/IH(I)OpMaI_[I/IOHHa}I CMKOCTh CHUI'HAJIa.

Tema 1.2. [TpuHuunsI Conep:xanue

nepenaun nHpopmanuu | HaznaueHue u mpUHIMITEI opranu3anuu cereit. Kimaccuukarus cereit. MHOroypoBHEBBIH moaxo/. [TpoTokour.
B CETSAX U CUCTEMAX UnTepdeiic. Crex npoTokosioB. TerekoMMyHUKAIIMOHHAS Cpefa.
CBA3U




Tema 1.3. Tunossie
KaHaJIbl Hepe;[aqn H UX

Conep:xanue

Kanan nepenaun. CeTeBoii TpakT, TpyNIIOBOM KaHAI Nepeaadd. AnmnapaTypa Hu(pPOBBIX IMJIE3HOXPOHHBIX CHCTEM

XapaKTEePUCTUKU nepenaud. OCHOBHbBIE TapaMETPbl U XapaKTEPUCTUKU CUTHATIOB. YIIPOLIEHHAs cXeMa OpraHu3anuu kadaita TY
TeMaTuKka NPAKTHYECKHUX 3aAHATHH U JIA0OPATOPHBIX padoT 2
PacueT nporyckHol criocoOHOCTH KaHalla CBSI3U
Pa3nes 2. CeTn nepeaaqu JaHHbIX
Tema 2.1. Apxurekrypa | Comep:kanue 4
Y TIPUHIIUTIBL PA0OTHI CrpykTypa 1 XapakTepucTuku ceteid. CriocoObl KOMMYTAIMH U TIepeiadyn JaHHbIX. Pacnpenenenue GpyHKIuii mo
COBPEMEHHBIX CeTel CUCTEMAaM CETH M aJpecalys akeToB. MapuipyTu3anys U ynpasieHUe IOTOKaMH B CETAX CBS3H.
nepeaain 1aHHbIX [TpoToxomnsl u uHTEp(DENCH yIpaBleHUs KaHATaMH U CEThIO IIepejaun JaHHbIX.
TemaTnka NPaKTHYECKUX 3aHATHH U JIa00PATOPHBIX padoT 12
Kondurypuposanue cereBoro narepdeiica padboueit craHmmum
Kondurypuposanue cereBoro narepgeiica Mapuipyrusaropa 1o nporoxory IP
Koppekuus nmpobiem untepdeiica MapipyTusaropa Ha (pU3MYECKOM U KaHaJIbHOM YPOBHE
JluarHocTuka U paspelieHue npoodiieM ceTeBOro ypoBHs
JluarHocTuka U paspelieHue mpodieM NPoTOKOIOB TPAHCIIOPTHOTO YPOBHS
Jlnarsoctuka u paspelieHue npodaeM NpOoTOKOIOB MIPUKIAIHOTO YPOBHS
Tema 2.2. Conep:xanue 2
becniposoaubie cucremsl | becnipoBoaHble kaHaib! cBsA3U. becnipoBoanbie cetn Wi-Fi. [lpeumymiectBa u 061acte npumeHeHus. OCHOBHbIE
repenayu JaHHbBIX 3JIeMEHTHI OecripoBOAHbIX ceTell. CTanaapThl 6ecnipoBoIHbIX ceTeil. TexHonorus WIMAX
TemaTuka NpaKTHYECKUX 3aHATHH M J1a0OPATOPHBIX padoT 4
Hactpoiika Wi-Fi maprupytusaropa
Tema 2.3. CotoBbIe 1 Conepsxanue 2

CITYTHHUKOBBIC CUCTCMBbI

[TpunUns! GyHKIMOHUpOBaHUS cucTeM coToBoi cBs3u. Ctanaaptsl GSM u CDMA. CriyTHUKOBBIE CUCTEMBI
nepesadyn JaHHbIX.

IIpumepHas TeMaTHKa caMOCTOSATeIbHOM padoTsl npu n3ydyennu M/IK.01.03
1. Hacrpoiika Wi-Fi mapmpyruzaTtopa

2. H3ydeHue ceTeBBIX YTHIIHUT
3. Kongwurypuposanue cereBoro narepdeiica
4. MapmpyTusanus 1 yrpaBieHHuEe TOTOKAMHU B CETAX CBS3H




M/IK.01.04 DxcnuryaTanusi aBTOMAaTH3HPOBAHHBIX (MH(OPMALMOHHBIX) CHCTEM B 3AIIHMIIEHHOM HCIIOJHEHUH

156

Pa3znen 1. Pa3p360TKa 3AlMUIICHHBIX aBTOMATU3UPOBAHHBIX (I/IH(I)OpMaIIHOHHLIX) CHUCTEM

Tema 1.1. OcHOBEI Conep:xkanue 6
nH(}OpMaAITMOHHBIX [TonsTue aBTOMaTH3MpPOBAaHHOU (MHGOPMAIIMOHHOK) cucTeMbl OTnnuuTenbHbie yepThl AVC Hanbomee yacto
CHCTEM KaK 00beKTa UCIOJIb3yEMBbIX KJIacCU(PUKALMA: 0 MaclTaly, B 3aBUCUMOCTH OT XapakTepa HH()OPMAIIMOHHBIX PECYPCOB, IO
3aIUTHI. TEXHOJIOTUU 00pabOTKH JaHHbIX, 0 CIIOCO0Y 0CTYIa, B 3aBUCUMOCTH OT OPraHU3aLUU CUCTEMBI, 110 XapaKkTepy
MCTOJIb30BaHus HHpOopMaImu, o chepe npumenenus. [Ipumepst odnacteit mpumenenns AVC. [Iponecce B
AMUC: BBOA, 00paboTKa, BBIBOA, 0OpaTHas cBsi3b. TpedoBanus k AVIC: THOKOCTB, HaIE)KHOCTH, 3D (PEKTUBHOCTS,
0€301acHOCTb.
OcHOBHBIE 0COOEHHOCTH COBpeMEHHBIX POoeKTOB AVC. DIeKTpOHHBII JOKYMEHTOOOO0POT.
TemaTuka NpakTHYeCKUX 3aHATHI U J1a0OPATOPHBIX padoT 2
PaccmoTpenue nmpuMepoB (yHKIMOHUPOBAHUS aBTOMATU3UPOBAHHBIX HH(opMannmoHHbIX cucteM (ETCAUC,
Poccuiickas Topropas cucrema, aBTOMaTU3MpOBaHHasi HH(OPMALIMOHHAS CUCTEMa KOMITAaHHUH)
Tema 1.2. )Kuznennsiii | Cogepkanue 6
LUK [Tonstue xu3znennoro uuxia AUC. ITpoueccs! xu3zHenHoro nukia AMC: ocCHOBHBIE, BCIIOMOTaTENbHBIE,
aBTOMATHU3MPOBAaHHBIX opranuzanonnsie. Ctaguu xku3HeHHoro nuukia AVC: monenupoBanue, yrpasieHle TpeOOBaHUSMH, aHAIIU3 U
CUCTEM IIPOEKTUPOBAHKE, YCTAHOBKA U CONPOBOXAeHUE. Moaenu xu3zHeHHoro nukia AUC.
3aa4yu 1 Tanbl IPOEKTUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM B 3alllMIIIEHHOM HCHOJIHEHUU. MeToaonorun
npoektupoBanust. Oprannzanus padboT, PyHKINH 3aKa34YMKOB U pa3pabOTUYHUKOB.
TpeboBaHMs K aBBTOMAaTU3MPOBAHHOM CUCTEME B 3aIIMIIIEHHOM UCIOJHEHUHU. PaboThl Ha CTagusIX U dTamnax
CO3JIaHMs aBTOMATU3UPOBAHHBIX CUCTEM B 3aILMIIEHHOM UCIOIHEHUH. TpeboBaHMsI 110 3alUTe CBEIEHUH O
CO3/1aBa€MOI aBTOMaTU3UPOBAHHON CUCTEME.
TemaTnka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT 2
Pa3paboTka TexHHUECKOTo 3aJaHKs Ha TPOEKTUPOBAHUE aBTOMATHU3UPOBAHHOM CHCTEMBI
Tema 1.3. Yrpo3ssl Conep:xkanue 4
0€e301acHOCTH [TorenuansHble YTpo3bl 6€30MaCHOCTH B aBTOMATU3HPOBAHHBIX cucTeMax. VICTOYHUKH U 0OBEKTHI BO3JeHCTBUS
uHpopManuu B yrpo3 6e3onacHoctu uHpopmanuu. Kputepun knaccuduxanuu yrpo3. MeTo sl OLEHKH OMAaCHOCTH yrpo3. bank
aBTOMATHU3UPOBAHHBIX JAHHBIX yrpo3 0e3omacHoCTH MH(POpMAITUN
cucTemax [Tonsitue ysi3BuMocTH yrpo3sl. Kiaccudukanus ysi3BUMOCTEH.
TemaTnka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT 6




KareropupoBanue nH(popMaMoOHHBIX PECYpCOB

Ananu3 yrpo3 6€301macHOCTH HH(POpMaUU

[Toctpoenue monenu yrpo3

Tema 1.4. OcHOBHBIE
MEpBbI 3aIIUThI
uHpopmaruu B
ABTOMATHU3MPOBAHHBIX
CUCTEMax

Conep:xkanue

OpraHu3annoHHbIe, IPABOBbIE, IPOrPaMMHO-AMIAPATHbIE, KpUIITOrpadUIeCKUe, TEXHUYECKHE MEPhI 3aLUThI
nH(pOpMAIUY B aBTOMATU3UPOBAHHBIX CUCTEMAX.

HopmartuBHo-1ipaBoBast 6a3a 1Jis onpeesieHus] Mep 3aIuThl HH)OpMaIuy B aBTOMaTH3UPOBAHHBIX
MH(POPMALIMOHHBIX CHCTEMax U TpeOOBaHUN K HUM

Tema 1.5. Conepxanue
Y TIOPSIJIOK
skcruryatauuu AC B
3aIIHAILIEHHOM
HCIIOIHEHU U

Conepxanue
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WNnentudukanus u ayreHTHPUKAIUSA CYOBEKTOB JOCTYNa U 00BEKTOB AOCTYIIA.
YrpasiieHue J0CTYIOM CyObEeKTOB JOCTYMa K 00bEeKTaM JIOCTyIa.

OrpanuueHre nporpaMMHOM cpeibl.
3amyTa MalMHHBIX HOCUTENEH HHOopMaIuu

Perucrpanus coOpiTuii 6€301MacHOCTH

AnTHBHpYCcHas 3amuTa. OOHapyKeHHe NPU3HAKOB HATMYUS BPEAOHOCHOTO IPOrPaMMHOT0 00eCieueHHs..
Peanunzanus antuBupycHoi 3amuthl. OOHOBIEHHE 0a3 JaHHBIX IPU3HAKOB BPEJOHOCHBIX KOMITBIOTEPHBIX
IIPOrpaMM.

Ob6napyxeHnue (Ipe10TBpaIICHIE) BTOPKEHUN

Kontposns (ananu3) 3amuiieHHOCTH HHGOpMAITIT
ObecneueHne 1EIOCTHOCTH UHPOPMALIMOHHONW CUCTEMBI U MH(OpMaIK
Obecneuenue JOCTYITHOCTH HH(OpMaIuK

TexHomoruu BUPTYAJIM3alluH. HCJ'IL CO3aaHus. 38.,[[8.‘11/1, APXUTCKTYpa U OCHOBHBLIC (I)YHKI_II/II/I HpeI/IMYH_IeCTBa oT
BHCAPCHUA.

3amuTa TEXHHYECKUX CPEJICTB.
3amuTa HHPOPMAIIMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U Nepeaun JaHHbBIX

Pe3epBHoe KOIIMPOBAHUC U BOCCTAHOBJICHHUC JaHHBIX.

COHpOBO)KJIeHHe aBTOMaTI/ISI/IpOBaHHBIX CHUCTECM. anaBHeHI/Ie pI/ICKaMI/I U NUHIUACHTAMHN praBJ'IeHI/Iﬂ
0€30I1aCHOCTBIO.

Tema 1.6. 3amura

Conepxanue




uHpOopMalnu B
pacrpeneIeHHbIX
ABTOMATH3UPOBAHHBIX
cucremMax

MexaHU3MBbl ¥ METO/IbI 3aIIUTHI HH(GOPMAIIUK B paclpe/ieIeHHBIX aBTOMATU3UPOBAHHBIX CUCTEMAX.
ApXUTEKTYpa MEXaHU3MOB 3alUThI PACIPEIEIICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM. AHAJIU3 U CUHTE3
CTPYKTYPHBIX M (DYHKIIHOHAJIBHBIX CXEM 3alUIIEHHBIX aBTOMAaTH3MPOBAHHBIX HH(POPMAIIMOHHBIX CUCTEM.

Tema 1.7. Ocobennoctu
pa3paboTku
UHGOPMAIIMOHHBIX
CHCTEM MEPCOHATBHBIX
JAHHBIX

Conepxanue

OOm1re TpeOoBaHUS 110 3aIUTE IEPCOHATBHBIX JaHHBIX. COCTaB U COACpKAHUE OPTaHU3AIMOHHBIX U
TEXHUYECKHUX MEp I10 3alUTe HHPOPMALMOHHBIX CUCTEM IIEPCOHAIBHBIX JaHHbIX. [Iops ok BeIOOpa Mep 1o
obecreyeHnto 6e3011acCHOCTH EPCOHATBHBIX JaHHBIX. TpeOoBaHus 110 3aIIUTE IEPCOHAIBHBIX JaHHbBIX, B
COOTBETCTBUH C YPOBHEM 3aILUIIIECHHOCTH.

TemaTuka NPaAaKTHYECKUX 3aAHATHH 1 JIaDOPATOPHBIX padoT

Omnpenenenus yposus 3anuimennoct UCII{x u BeiOop mMep mo obecnieuenuto 6e3omnacuoctu [1/1H.

Pa3znen 2.3KCHﬂyaTaHI/Iﬂ AU IICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM.

Tema 2.1. Ocobennoctu | Coaepsxkanue
IKCIUTyaTalluu Amnanu3 nHPOPMALMOHHON HHPPACTPYKTYPHI ABTOMATU3UPOBAHHON CUCTEMBI U €€ 0€30I1aCHOCTH.
aBTOMAaTH3UPOBAHHbIX -
MeToabl MOHUTOPYHTA U ayINTa, BBISIBICHUS YTPO3 HHGOPMAIIMOHHON 0€30IaCHOCTH aBTOMATH3MPOBAHHBIX
CHUCTEM B 3alUIICHHOM
CHCTEM.
VCIIOJIHEHUH. =
ConeprkaHue U MOPSJIOK BBIOJIHEHUS paboT M0 3amuTe HHPOPMAaLUU IPU MOAEPHHU3AIMN aBTOMATU3UPOBAHHOM
CHUCTEMBI B 3aIMILEHHOM HUCIIOJHEHUN
Tema 2.2. Coaepixanue
AI[MI/IHI/ICTpI/IPOBaHI/Ie 33)13‘11/1 u q)yHKHI/II/I AAMUHUCTPHUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. ABTOMaTI/I?;aIII/HI YIipaBJICHUA CCTHIO.
aBTOMAaTU3UPOBAHHBIX Opranu3zanys aAMUHUCTPUPOBAHUS aBTOMAaTU3UPOBAHHBIX CUCTEM. AJIMUHUCTPATUBHBIN MepcoHan u padoTa ¢
CHUCTEM I1I0JIb30BATCIIAMMU. YHpaBﬂeHI/Ie, TECTUPOBAHUC U SKCILTyaTallkusd aBTOMATU3UPOBAHHBIX CUCTCEM. MGTOI[I)I,
CIOCOOBI M CpeJICTBa 00ecIeYeHUs] 0TKa30yCTOWYMBOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM.
Tema 2.3. Conep:xkanue
JlesiTenbHOCTD

nepcoHasa mno
SKCIUTyaTaIluu
ABTOMATHU3HPOBAHHBIX

Coneprxanne U MOPSIOK AEITEILHOCTH TIEPCOHANIA TI0 SKCIUTYaTalliU 3alIUIIEHHBIX aBTOMATH3WPOBAHHBIX
CUCTEM U TIOJICUCTEM 0€30IMMaCHOCTH aBTOMATU3HPOBAaHHBIX cucTeM. OO0mue 0013aHHOCTH aIMHHUCTPATOPA
nH(OPMAIIMOHHON OE30MaCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM.




(uH(pOPMAITOHHBIX )
CHCTEM B 3aIIUIIICHHOM
UCTIOJTHEHUH

Tema 2.4. 3amura ot
HECAHKI[MOHUPOBAHHOTO
J0CcTyna K vH(popMauu

Conepxanue

Ocnosublie npuHIUIb 3amuThl 0T HCJI. OcHoBHEIE ciocoOst HCJI. OcHOBHBIE HAampaBICHUS 00eCIICUeHUS
3anmThl oT HCJI. OcHOBHBIE XapaKTEpUCTHKHU TeXHUYecKux cpeacTs 3amuThl oT HC. Opranusanus paboT mo
3amute oT HCJI.

Knaccudukanms aBromaTu3upoBaHHbIX cucteM. TpedoBanus no 3amurte nHpopmanuu ot HC/ ays AC

TpeboBanus 3anumerHoctd CBT ot HCJI x nndopmaruu

TpeboBaHus K cpeICTBaM 3aIIUThI, 00eCIIeUHBAOIINM Oe30TacHOe B3auMoieiicteue ceteit OBM, AC
MOCPCACTBOM YIIPABJICHHUA MCKCCTCBBIMU ITOTOKAMUA I/IH(l)OpMaIII/II/I, " pCaJIM30BaHHBIX B BUIC MD

IIpomexyrounas arrectauusa no MJIK.01.04

Tema 2.5. C3U ot HC/]

Conepxanue

HazHaueHue 1 OCHOBHBIE BO3MOYKHOCTH CUCTEMBI 3aLIUThI OT HECAHKIIMOHUPOBAHHOI'O AOCTYIAa. ApXUTEKTypa U
cpeactsa ynpasieHus. O0ume npuHUUIb! yrpasiaeHus. OCHOBHbIE MEXaHU3MBbI 3aILUTHI. Y IIpaBlIeHHE
ycrpoiictBamu. KoHTpob anmapatHoit KOoHQUTypauuu komnsiotepa. M30uparenbHoe pasrpaHUueHue A0CTyIa K
YCTPOWCTBaM.

VYnpaiieHue 10CTYIIOM U KOHTPOJIb eYaTH KOH(pUIeHmanbHoi nHpopmanuu. [IpaBuna paboTsl ¢
KOH(UIeHIMaIbHBIMU pecypcamu. HacTpoiika MexaHn3Ma IoJTHOMOYHOTO yIpasiieHus: foctynoM. Hacrpolika
peructpanuu coObITUi. YTpaBieHne pe>XUMOM MTOTOKOB. YTIpaBJIeHUE PEKUMOM KOHTPOJIS IeYaTu
KOH(HIEHIIMATbHBIX JOKYMEHTOB. YTpaBieHue rpudamMu KOHPUIEHINATIbHOCTH.

ObecneueHne 1EIOCTHOCTH UHPOPMALIMOHHONW CUCTEMBI U MH(OpMaIK

[lenTpanu3oBaHHOE yIpaBICHUE CUCTEMON 3alllUThI, OTIEPATUBHBIA MOHUTOPUHT U ayIUT OE30MaCHOCTH

TemaTuka NpaKTHYECKUX 3aAHATHH U JIaDOPATOPHBIX padoT

12

VYcranoska u Hactpoiika C3U or HC/|

3amra BXoja B cUCTeMY (MACHTU(HUKAIMA U ayTeHTU(UKAIMS [10JIb30BaTeNeH )

Pa3srpannuenue noctyna K ycTpoicTBaM

VYmpasneHue 10CTynIoM

Hcnonn3oBanme IMPUHTCPOB IAJId I€YaTUu KOH(i)I/I)IeHIII/IaIH)HBIX JOKYMCHTOB. KOHTpOJ’IB rneyaTtu




Hacrpolika cucremsl 1 3a1a4 ayaura

Hacrpoiika KOHTpOJIA ETOCTHOCTH U 3aMKHYTOU IIPOTPAMMHOM CPEJIbI

HCHTpaJ'II/I3OBaHHOG YIIPABJICHUE CHCTEMOH 3allnThI, OHepaTI/IBHHﬁ MOHHUTOPHHI' U aYIUT 0e30macHOCTH

Tema 2.6.
DKCIUTyaTanus CpecTB
3amuTHl THOPMAITH B
KOMHBIOTepHBIX CCTAX

Conep:xkanue

HOpﬂI[OK YCTAaHOBKH M BBOJa B OKCILTyaTalUIO CPEACTB 3all{UThL I/IH(i)OpMaI_II/II/I B KOMIIBIOTEPHBIX CCTAX.

[IpyHIMIIBI OCHOBHBIX METOAOB OpraHU3alUH U IIPOBEIECHUS TEXHUYECKOTO 00CTyKUBAaHUS BBIUNCIUTEIbHOM
TEXHUKHU U JIPYTUX TEXHUUYECKUX CPEJICTB MH(OpMaTH3AIUN

I[I/IaFHOCTI/IKa KOMIIOHCHTOB CUCTEM 3alllUThI I/IH(bOpMaI_II/II/I ABTOMATHU3UPOBAHHBIX CUCTEM, YCTPAHCHUC OTKA30B
1 BOCCTAHOBJICHUC pa6OTOCHOCO6HOCTI/I ABTOMATHU3HUPOBAHHBIX (I/IH(bOpMaL[I/IOHHBIX) CHUCTEM B 3alllMIIICHHOM
HUCIIOJTHCHUH

HaCTpOﬁKa " YCTPpaHCHHUC HCUCIIPABHOCTU MMPOTrpaMMHO-alIIapaTHBIX CPCACTB 3alUThI I/IH(bOpMaI_II/II/I B
KOMITIBIOTCPHBIX CCTAX 10 3aJIaHHBIM IIpaBUJIaM

TemaTnka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

YcrpaHeHne 0TKa30B M BOCCTaHOBIICHHE Pa0OTOCTIOCOOHOCTH KOMITOHEHTOB CHCTEM 3alIUTHl HH(OpMaIiu
aBTOMAaTU3MPOBAHHBIX CUCTEM

Tema 2.7.
JoxymeHTanus Ha
3alIHIIAEMYIO
aBTOMAaTU3UPOBAHHYIO
CUCTEMY

Conep:xkanue

OcCHOBHBIE 3KCIUTyaTallUOHHBIE JJOKYMEHTHI 3allUIIIEHHBIX aBTOMaTU3UPOBAaHHBIX cUcTeM. Pa3paboTka u BeaeHue
AKCILTyaTallMOHHOM IOKYMEHTALUY 3alUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM. AKT BBOJIa B AKCIUTyaTaI[MIO Ha
aBTOMATHU3HPOBAaHHYIO cucTeMy. TeXHUUYECKUI MacopT Ha 3alUIaeMyl0 aBTOMATU3UPOBAHHYIO CUCTEMY.

TemaTnKka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT

O(bOpMJ'IGHI/Ie OCHOBHBIX 3KCINTYaTAallUOHHBIX TOKYMCHTOB Ha aBTOMATU3WUPOBAHHYIO CUCTEMY.

I[IpumepHas TeMaTHKa caMocTosITe1bHON padoTsl npu n3ydyennu MJ/IK.01.04
1. Pa3paboTka KOHIENIMH 3alIUThl aBTOMaTU3UPOBAaHHOM (MH(OPMALIMOHHON) CUCTEMBI
2. Ananu3 6aHKa JaHHBIX YIpo3 O6e30macHOoCTH HHpOpMaluu

3. Ananus xxypHana ayauta OC Ha pabodyeM mecte

4. ITocTpoeHne CBOJHON MAaTPHIIBI YTPO3 aBTOMAaTU3UPOBAHHOHN (MH(OPMAIIMOHHOMN) CUCTEMBI
5. AHanu3 noNMuTHK 6€30MacHOCTH UHPOPMALIMOHHOTO 00BEKTa

6. MI3yyeHne aHaIUTUYECKHX 0030pOB B 00JaCTH MOCTPOCHUS CHCTEM 0€30IacHOCTH

7. AHanu3 nporpaMMHOro o0ecredeHus B 00J1aCTH ONpeieeHUs] PUCKOB HHPOPMAIIMOHHOM 0€30aCHOCTH U MMPOESKTHUPOBAHUS




0e30macHOCTH HH(pOpMALIUU

IIpomexyrounas arrectanus no MJIK.01.04 2
M/K.01.05. Dxcnuyaranyusi KOMIIBIOTEPHBIX ceTe 105
Pa3nes 1. OcHOBBI epeavyu JAHHBIX B KOMIIBIOTEPHBIX CETAX
Tema 1.1. Conepxanue 2
Mopenu cereBoro Mogenbs OSI. Yposau moaenu OSI. BzaumoneiictBue Mexay ypoBHAMHU. MHKancynsauus fanHbix. Onucanue
B3auUMOJICUCTBUA ypoBHei mosienu OSI.
Mopaenb u crek npotokosioB TCP/IP. Onucanue yposueit moaemu TCP/IP.
TemaTuka NpaKTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT 2
N3ydenue 3neMeHTOB KaOelbHON CUCTEMBI.
Tema 1.2. Conep:xkanue 2
®u3nueckuil ypoBeHb [TonsiTre nuHuK 1 kanana cBsizu. CurHanbl. OCHOBHBIE XapaKTEPUCTUKH KaHalla CBS3H.
mozenu OSI MeTo bl COBMECTHOI'O MCIIOJIb30BAaHUS CPEJIbl IEpeau KaHasla CBsA3H. MyJIbTUILIEKCUPOBAHUE U METO/IbI
MHO>KE€CTBEHHOT'0 JIOCTYyIIA.
OnTOBOJIOKOHHBIE TUHUU CBA3U
Crannaptsl kabeneit. DnekTpuyeckast MpoBOJIKA.
becripoBogHas cpena nepenaym.
TemaTuka NpakTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT 2
Co3nanue ceTeBoro kabesnsi Ha OCHOBE HedKpaHUPOBaHHOM BUTO# mapel (UTP)
CBapka ONTHYECKOTO BOJIOKHA
Tema 1.3. Coaepixanue 2
Tononorus [Tonsarue Tononoruu cetu. CereBoe 060pyioBaHKe B TONOJOrHH. O630p CETEBBIX TOMOIOTHH.
KOMIBIOTEPHBIX C€Tel | TeMaTHKa NPAKTHYECKHX 3aHATHI M J1a00pPaTOPHBIX padoT 4
Pa3paboTka TOnosaoru cetu HeOOIbIIOTO NPEANPUATUS
[TocTpoeHne oJHOPAHTOBOM CETH
Tema 1.4. Coaepixanue 2

Texuomoruu Ethernet

O030p TEXHOJIOTUI1 TOCTPOEHUS JIOKATBHBIX CETEH.

Texnonorus Ethernet. ®usudeckuii ypoBeHb.

Texunonorus Ethernet. KananbHblil ypoBeHb



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1702
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1725
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1730

TemaTnka NpaKTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT

N3yuenue agpecanuu kaHanbHoro yposss. MAC-anpeca.

Tema 1.5. Texnonornu
KOMMYTAaIu{

Conep:xkanue

AJITOPUTM TIPO3pavyHOro MOcTa. MeToibl KOMMyTaluu. TeXHOIOTMM KOMMYTaluu U Moaeias OSI.

KoHCTpyKTHBHOE HCTIONHEHHE KOMMYTaTOpoB. Du3nyeckoe CTeKMpoBaHUEe KOMMYTaTopoB. [IporpamMmmuoe
o0ecriedyeHne KOMMYTaTOPOB.

OOu1re MpUHIUIIBI CETEBOTO Au3aiiHa. TpexypoBHeBas HepapXxuuecKasi MOAEIb CETH

Texunonorus PoweroverEthernet

TemaTuka NPaKTHYECKUX 3aAHATHH U JIaDOPATOPHBIX padoT

Co3anre KOMMYTUPYEMOI CeTH

Tema 1.6. CereBoii
npotoxoi IPv4

Conepxanue

CereBoit ypoBeHb. [IpoTokon IP Bepcuu 4. O0mue GyHKIINN KIIACCOBOM U OECKIIACCOBOM ajpecaruu.
Brinenenue aapecos.

Mapmipyruzauus nakeros [Pv4

HpOTOKOHBI HHHaMquCKOﬁ MapaipyTru3anuun

TemMaTuka NPaAaKTHYECKUX 3aAHATHH M JIaDOPATOPHBIX padoT

N3yuenue [P-anpecannm.

Tema 1.7. CkopocTHbIE
1 OeCIIpOBOIHBIE CETH

Conepxanue

Cets FDDI. Cetp 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETU
becnipoBoanbie cetn

TemaTnka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

Hactpoiika 6ecripoBoJHOT0 ceTeBOro 000py10BaHUS

Pasznen 2. TexHo10rMM KOMMYTALIMHM M MAPpLIPYTH3aluK coBpeMeHHbIX ceTeil Ethernet

Tema 2.1.
OCHOBBI KOMMYTaIIUU

Conepxanue

@OyHKIIMOHUPOBAHHE KOMMYTATOPOB JIOKAJILHOW CETH. APXUTEKTYpa KOMMYTAaToOpoB. THIBI HHTEP]EHcoB
KOMMYTAaTOpOB.
VYnpaiieHue NOTOKOM B MOIYAYIUIEKCHOM U AYIUIEKCHOM PEKHUMax.

XapaKkTepuCTUKHU, BIUSIONINE HAa IPOU3BOAUTENLHOCTh KOMMYTAaTOpoB. O030p QYHKIIMOHATIBHBIX BO3MOXKHOCTEN
KOMMYTaTOpPOB



http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1773
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1774
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1777
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1775
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1776
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1779
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1797
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=1900
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054
http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035

TemaTuka npakTHUECKUX 3aHATHH U 1aOOPaTOPHBIX padoT

Pabora ¢ oOCHOBHBIMH KOMaHaMH KOMMYTaTOpa.

Tema 2.2. Conep:xkanue

Hauanbnas nactpoiika | CpezacrBa ynpaBieHHss KOMMyTaTopaMu. [logkitoueHne K KOHCOIM UHTepdeiica KOMaHIHON CTPOKU
KOMMYyTaTopa komMmytaropa. [lonkmouenne k Web-unrepdeiicy ynpaBieHus KOMMyTaTopa.

HavanpHast koHGUTYpamyst KOMMyTaTopa. 3arpy3ka HOBOro MIPOrPaMMHOTO O0ECTICUeHUSI HA KOMMYTaTOop.
3arpy3ka u pe3epBHOE KOIMMPOBaHUE KOHPUTYPAIIMH KOMMYTATOPA.

TemaTHuka NMPAKTUYIECCKUX 3aHSATHHA 1 ﬂaﬁopaTopme paﬁoT

Komanpl 00HOBIIEHHS TPOrPAMMHOT0 O0OecTieueHus KOMMYyTaTopa 1
COXPAaHEHHUS/BOCCTAHOBIICHUSI KOH(PUTYPALIMOHHBIX (ailioB

Komanzs! ynpasnenus tabnuuamu kommyrtaiuua MAC- u [P-
aapecoB, ARP-Tabimibt

Tema 2.3. Conepxanue

BupryanbHbie Tunst VLAN. VLAN na ocHoe noptoB. VLAN Ha ocHoBe cranjaprta I[EEE 802.1Q. Cratuueckue u
JIOKAJIbHBIE CETH nuHamuueckne VLAN. IIporokon GVRP.

(VLAN) Q-in-Q VLAN. VLAN Ha ocHoBe OpTOB U npoToKoJioB — cTanaapt IEEE 802.1v. ®dynkius

TrafficSegmentation

TemaTnka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

Hacrpoiika VLAN Ha ocHoBe cranaaprta IEEE 802.1Q

Hacrpoiika mporokona GVRP.

Hacrpoiika cermentanuu tpaduka 6e3 ucrnonb3oBanust VLAN

Hacrpoiika ¢pyukiun Q-in-Q (Double VLAN).

CamocrositensHast pabota o cozmannto JIBC Ha ocnoBe cranaapra IEEE 802.1Q.

Tema 2.4. Conepxanue

Oynkuuu noseimieHus | [Iporokon Spanning Tree Protocol (STP). Ys3zeumoctu nmporokona STP.
HaZIEXKHOCTH U Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.
IIPOU3BOANTEIIBHOCTH JlononHUTENbHBIE GYHKIIMH 3aIIUTHI OT METeIb. ArperupoBaHre KaHajIoB CBS3H.

TemaTuka NpaKTHYECKUX 3aAHATHH U JIaDOPATOPHLIX padoT

HacTtpoiika npotokomnos cBs3yromiero aepesa STP, RSTP, MSTP.



http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1041
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1044
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1048
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1049
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1053
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1054
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1061
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1064
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1073
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1073
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1077
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1077
http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109

Hacrpoiika ¢pyHkumu 3amutsl oT o0pasoBanus nerens LoopBackDetection

ArperupoBaHue KaHaJIOB.

Tema 2.5.
Anpecarusi CETEBOTO
YPOBHSI U
MapIIpyTH3ALUS

Conep:xkanue

00630p anpecaruu ceteBoro yposHs. opmupoBanue nojcereid. beckimaccosas aapecanus [Pv4. CriocoObr
koHdurypamnuu [Pv4-aapeca.

[Tporokoin [Pv6. ®opmupoBanue uaeHTHUPUKATOpa HHTEperica.
Crnoco6w1 koHpuryparuu [Pv6-anpeca.

[Tnanuposanue noacereit IPv6. [Iporokon NDP.

[Tonstue Mapupyrusauuu. JIMCTaHIIMOHHO-BEKTOPHBIE ITPOTOKOIIBI MapiipyTusanuu. [Iporokon RIP.

TemaTuka NPaKTHYECKUX 3aAHATHH 1 JIaDOPATOPHBIX padoT

OcHoBHbIE KOH(PUTYpALIUU MapLIPyTH3aTOpPA.

Pacmmpennbie KoHpuUrypaum MapuipyTusaropa.

Pa6ora ¢ mpotokoiom CDP.

Pa6ota ¢ nmporokosnom TELNET. Pa6ota ¢ nmporokonom TFTP.

Pa6ota ¢ mpotokosiom RIP.

Pa6ota ¢ mpotoxosnom OSPF.

Kondurypuposanue ¢pynkunu mapupyruzaropa NAT/PAT.

Kondurypuposanue PPP u CHAP.

IIpomexyrounas arrectauusa no MJIK.01.05

Tema 2.6.
KauectBO
obciyxuBanus (QoS)

Conepxanue

Mogenu QoS. IIpnopuresanus nakeroB. Knaccudukanus naketoB. MapkupoBKa MaKeToB.

VYnpasieHue neperpy3kaMmu 1 MEXaHU3Mbl 00CTyKUBaHUs ouepeield. MexaHnu3M NpeoTBpaleHHs Ieperpy3oK.
KonTpomas nonoce! nponyckanus. [Ipumep Hactporiiku QoS.

TemaTnka NpaKTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT

Hacrpoiika QoS. Ilpuopurtuzamnus tpadguka. YpaBiaeHHE MOIOCOU MPOMYCKAHUS

Tema 2.7.

DOyHKIIUHA 00ECTICUCHHS
0e30MacHOCTH U
OTpaHUYEHUS JOCTYIIA K

Conep:xkanue

Crnucku ynpasnenus noctynom (ACL). @yHKIMM KOHTPOJIS HaJ MOAKIIOUYEHUEM Y3JI0B K IOpTaM KOMMYTaTopa.

Aytentuduxarnus nonp3osateneit 802.1x. 802.1x Guest VLAN. ®ynkiuu 3anutsl LIITY kommyTtaropa.

TemaTnka NpaKTHYeCKUX 3aHATHI H J1a0OPATOPHBIX padoT



http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199

CEeTH Criucku ynpasienus goctynoM (AccessControlList)
KoHTpob Haj MOIKITIOYCHHEM Y3JI0B K mopTaM KommyTtaropa. ®yuknus PortSecurity.
KoHTpois Haj MOAKIIOYEHHEM Y3710B K mopTam kommyTaropa. Oyukiwms IP-MAC-Port Binding
Tema 2.8. Conep:xkanue
MHoroaapecHas Anpecanust MHoroaapecHoi [P-pacceuiku. MAC-anpeca rpynnoBoi pacChbUIKH.
paccbuika [Monnucka u oOCIy>KMBaHUE IPYMIl. YTIPaBICHHE MHOT0AIPECHOM pacchbUTKoi Ha 2-M ypoBHE Mozaenu OS]
(IGMP Snooping).®yuxmus IGMP FastLeave.
TemMaTHKa NPAKTHYECKUX 3aHATHI U JIa0OPATOPHBIX padoT
OtcnexuBanue Tpadhuka MHOTOQAPECHON PACCHUIKH.
OrcnexuBanue Tpaduka Multicast
Tema 2.9. Conepxanue

DyHKINH YIIPABICHUS
KOMMYTaTOpaMH

VYrpaBineHue MHOXECTBOM KOMMYTaTopoB. [IpoTtoxon SNMP.

RMON (Remote Monitoring). ®yuxkuus Port Mirroring.

TemaTnka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

CDYHKI_II/II/I aHaJIn3a CCTCBOI'O Tpa(I)I/IKa.

Hactporlika mporokona ynpasnenus tonojorueit cetu LLDP.

Pasznean 3. MexcereBblie

IKPaHbI

Tema 3.1.

OCHOBHBIE IPUHIIUTIBI
CO3JaHUs HaICKHOU U
Oe3omacHoit UT-

UHPPACTPYKTYPbI

Conep:xanue

Knaccugukanus cereBbix arak. Tpuana 6e3onacHoit UT-unppactpyKTypshl.

VYnpasnenue kKoHQUTrypausMu. YpaBieHne HHITMACHTaMH. VIcob30BaHNe TPEThEH TOBEPEHHON CTOPOHBI.
Kpunrorpadudeckue MmexaHn3Mbl 6€30MTaCHOCTH.

Tema 3.2.
Me:xceTeBbie SKpaHbI

Conep:xanue

TeXHOJIOTHH MEXKCETEBRIX OKpPaHOB. IlonuTHka MEXKCETEBOTO OKpaHa. MexceTeBbIe OKpaHbI ¢ BO3MOXHOCTAMHA

NAT.

Tomnonorus cetu IIpH UCIIOJIB30BAHNHU MECKCETEBBIX OKPAHOB. HJ’IaHI/IPOBaHI/Ie 1 BHCAPCHUEC MEIKCCTCBOT'O DKpaHa.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a0OPATOPHBIX padoT

OCHOBBI AAMUHUCTPHUPOBAHUA MCIKCECTCBOI'O 9KpaHa

COC,Z[I/IHCHI/IC JABYX JIOKAJIbHBIX ceTel MEXKCETEBBIMU OKpaHaMUu

Coznianue noauTUKN 0e3 MPOBEPKU COCTOSHUS.




Coznanue MoAUTHK IS TpaauioHHOoro (min ucxozsmiero) NAT.

Co3nanue monutuk s nyHarnpasieHHoro (Two-Way) NAT, ucnonb3ys meron pinholing

Tema 3.3. Conep:kanue

Cucremsl ooHapyxeHus | OcuoBHoe HaszHaueHue IDPS. Crioco0Os! knaccudukarmu IDPS. Beibop IDPS. JlonoaHuTEIbHBIE
Y TIpeI0TBpAICHUS HHCTPYMEHTAJIbHBIC CPEJICTBA.

IPOHUKHOBEHUI TpeOoBanus opranusanuu k Gpynkunonuposanuto IDPS. Bosmoxxnoctu IDPS. PasseptoiBanue IDPS. Cunbable

CTOPOHBI M OrpaHu4eHHOCTh IDPS.

TemaTuka MNPaKTUIECKUX 3aHATHI 1 J'[aﬁ()paTOpHLIX pa60T

OO6Hapy>xeHue U MpeoTBpaIleHue BTOPKECHUH.

Tema 3.4. Conep:xanue

[Iprnopurnszanus Coznianue anpTepHAaTUBHBIX MapLIPYTOB J10CTyNa B UHTEpHET. [Ipnoputn3zanus tpaduka.
TpadHKa U CO3/1aHHE TeMaTuKa NPAKTHYECKHUX 3aAHATHH U JIA0OPATOPHBIX padoT

AJIbTCPHATUBHBIX Cozianue anbTepHAaTUBHBIX MapLIPYTOB C UCIIOJIB30BAHUEM CTATUUECKON MapLIpyTH3alUuu
MapuIpyToB

IIpumepHas TeMaTHKa cCaMOCTOATEIbHOI padoTel npu n3yyenun MJIK.01.05
®uznyeckoe KOJUPOBAHUE C UCIIOJIb30BAHNEM MaHUYECTEPCKOTO KOJa
Jlormueckoe KOAMPOBAHHUE C UCIIOJIB30BaHUEM CKPEMOIMPOBAHUS
[ToaxmoueHne kaMeHTa K 0ECIIpOBOIHOM CETU B MH(PACTPYKTYPHOM PEKUME
Ornenka 6ecripoOBOHON TUHUU CBS3U

[IpoexTupoBanus OecripoBOAHOM CeTH

C6op nnpopMaIym 0 KIMEHTCKUX YCTPOHCTBAX

[TnanupoBaHue NPOU3BOIUTEIHLHOCTH U 30HBI JIeHCTBUS OECIIPOBOIHON CeTH
[TpeanpoekTHOE 00CIEJOBaHNE MECTa YCTAHOBKU OECIIPOBOJHOM CETH
ObecneueHne 0TKa30yCTONYMBOCTH B OECIIPOBOTHBIX CETSIX
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. CermeHTanus 6ecipoBOIHOM ceTn
. Hactpoiika QoS
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. ITocTipoekTHOE 00CIEIOBaHNE U TECTUPOBAHUE CETH
. Coznanne ACL-cnincka
. HaGmonienue 3a tpadukom B cetn VLAN
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16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.

Omnpenenenue ysi3BUMbIX MECT CETU

Peanu3zanus ¢pyHkiuil odecrieueHus: 6€30MacHOCTH TOPTa KOMMYTaTopa
HccnenoBanue tpaduka

Coznianue CTpyKTYypbl CETH OpraHu3aluu

OmnpeneneHue TEXHUUECKUX TPeOOBaHUI

MOHUTOPUHT TPOU3BOAUTEIIEHOCTH CETH

Co3nanue nuarpamMMsbl JJIOTHYECKOM ceTH

[Moxroroska k 00cienoBaHUIO O0OBEKTA

OO6cnenoBanue 30HbI OECIIPOBOIHOM CBSI3U

®opmyaupoBKa 00IIKX LIeJei MpoeKTa

Pazpabotka TpeboBaHui K ceTn

AHanu3 cyliecTBymolei cetu

OnpezneneHue XapakKTEepUCTUK CETEBBIX MPUI0KEHUN

Amnanu3 ceteBoro Tpaduka

Onpenenenue NpUOPUTETHOCTU TpahuKa

N3yueHne kayecTBa 0OCITyKUBAHUS CETH

UccnenoBanue BiugHus BUgeoTpaduKa Ha CETh

Omnpenenenne NOTOKOB Tpaduka, MIOCTPOSHUE JuarpaMm MOTOKOB Tpaduka
[IprMeHeHne MPOEKTHBIX OrPAHUYECHUAN

Omnpenenenne NPOEKTHBIX CTPATErHM JUIsl TOCTUKEHUSI MacIITabOUpyeMOCTH
Omnpenenenne cTpaTeruil MOBBILIEHUS JOCTYITHOCTH

Onpenenenue TpeboBaHMM K obecrieueHHI0 0€301MacHOCTH

Pazpaborka ACL-criuckoB i1 peanu3aiii HabopoB MPaBUIl MEKCETEBOI0 3KpaHa
Hcnons3oBanue CIDR ainst obecriedennss 00beIMHEHNS MapIIPyTOB
Onpenenenue cxemsl |P-agpecanun

Onpenenenne konunyectra [P-cetei

Coznanue Ta0nIuIIbI 715 BBIICIEHUS a/pEcoB

CocraBieHne CXeMBbI CETH

AHanu3 miaHa TECTUPOBAHMSI U BBITIOJTHEHHE TeCTa

Coznianue miaHa TECTUPOBAHUS I CETH KOMILIEKCA 3JaHUI




46. IIpoekTHpoBaHNE BUPTYaAJIbHBIX YACTHBIX CeTEH
47. bezonacHas nepegaya JaHHbIX B OECIIPOBOIHBIX CETIX

IIpomexyTounas arrectauus no MJIK.01.05

IIpumepHbIe BUABI CAMOCTOSATEIbHBIX PA0OT NPH U3YYEHUU pa3iesia 2 MOayJis

CucremaTnueckas npopaboTka KOHCIIEKTOB 3aHATHI, yueOHO! 1 cHelHalbHOM TEXHUYECKOH TuTepaTypsl (110 BompocaMm K mnaparpadam,
rJlaBaM yueOHBIX MOCOOUM, COCTAaBICHHBIM IPEIOIaBaTEIIeM )

[ToaroroBka K MpakTUYECKUM padOTaM C HCIIOIH30BAHHEM METOINYECKUX PEKOMEH AN TIperoaaBarens, ohopMIeHUE MPAKTUISCKUX
paboT, OTYETOB K UX 3AIIUTE.

Y4yeOHas npakTuKa pa3jaesia 2 MoayJis
Buabl pador
[TpoBenenue aynura 3alMIIEHHOCTH aBTOMAaTH3UPOBAHHOMN CUCTEMBI.
Y cTaHOBKa, HACTPOMKA U DKCILTyaTallHsl CETEBBIX OTNIEPAIIMOHHBIX CHCTEM.
JlMarHocTrKa COCTOSIHHSI ITOJICUCTEM 0€30I1aCHOCTH, KOHTPOJIb HArPY3KH U PEXKUMOB pabOThI CETEBOM ONEPAIIMOHHON CUCTEMBI.
Opranuzanus paboT ¢ yaJeHHbIMU XPaHWINIIAMH JTAaHHBIX U 0a3aMU JaHHBIX.
OpFaHI/I?;aHI/I?[ 3aHII/IHl€HHOI>’I nepcaaun JaHHbIX B KOMIIBIOTCPHBIX CCTAX.

ok wbdpE

BrimonHenne MOHTaXKa KOMIIBIOTEPHBIX CETEH, OpraHu3aIys 1 KOHPUTYpHUPOBaHNE KOMITBIOTEPHBIX CETEH, yCTaHOBIICHHE U HACTPOIKa

apaMeTpoOB COBPEMEHHBIX CETEBBIX IPOTOKOJIOB.

7. Ocy1iecTBiaeHNE TUarHOCTUKNA KOMIBIOTEPHBIX CETEH, ONpeIelIeHHe HEUCIIPAaBHOCTEHN U cOOEB MOACUCTEMBI O€30IACHOCTH U
yCTpaHEHHE HEUCITPABHOCTEN.

8. 3amonHeHue OTUETHOI TOKYMEHTALMH 110 TEXHUYECKOMY OOCITY’)KHBaHUIO U PEMOHTY KOMITBIOTEPHBIX CEeTeH.

50

IIponsBoacTBeHHAs MPAKTHKA
Buasbl pador:
1. VYwyactue B ycTaHOBKE U HACTPOMKE KOMIIOHEHTOB aBTOMAaTH3UPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM B 3AIMILIEHHOM HUCIIOJIHEHUU B
COOTBETCTBUM C TPEOOBAHUSAMHM KCIUTYaTallMOHHON JJOKYMEHTAIUH
OO6cnyXMBaHUE CPEICTB 3aIIUTHI HHPOPMALIUU TPUKIATHOTO U CHCTEMHOI'O IPOTPAMMHOT0 00ECTIEYeHHS
Hactpoiika nporpaMMHoro obecrneueHus ¢ cootoieHneM TpeOOBaHUH 10 3aluTe HHPOpMAITUN
Hacrpoiika cpecTB aHTUBUPYCHOM 3aIIUTHI I KOPPEKTHON PabOTHI MPOTPaMMHOTO 00€CTIEUCHHUSI 110 3a/IaHHBIM T1a0JI0HAM
WucTpykTax nonp3oBaTeneil o cobojeHnn TpeboBaHMii 1Mo 3aiuTe HHPOpMaIuH pu padoTe ¢ MPOrpaMMHBIM 00ecIiedeHuEM
Hactpoiika BCTpOEHHBIX CPEICTB 3aIlUTHl HHPOPMALIUU POTPAMMHOTO 00eCTIeYeHUS
[TpoBepka G yHKIIMOHUPOBAHMS BCTPOCHHBIX CPE/ICTB 3aLUThI MH(GOPMAIIUU POrPaMMHOTO 00eCTIeYeHH S
CBoeBpemMeHHOE 0OHapy)eHHe MPU3HAKOB HATMYUS BPEIOHOCHOTO MPOTrPpaMMHOI0 00ecreueHus

O NGO LD
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9. OO6cnyxHBaHHE CPEACTB 3ALIUTHI HH(POPMAIIMK B KOMITBIOTEPHBIX CHCTEMaxX U CETAX

10. O6cnyxuBaHnE CUCTEM 3alUTH HH(OPMAIK B aBTOMAaTH3UPOBAHHBIX CHCTEMAax

11. YuacTue B IpoBeIeHNH PETIaMEHTHBIX Pa0OT IO 3KCILTyaTal[Mi CUCTEM 3alllUThl HH(GOPMALIUK aBTOMATU3UPOBAHHBIX CUCTEM

12. IIpoBepka pabOTOCIIOCOOHOCTH CUCTEMBI 3allIUThI HH(GOPMALIUK aBTOMATU3UPOBAHHON CUCTEMBI

13. KoHTpOJIb COOTBETCTBUSL KOH(PUTYpALIUU CHCTEMBI 3aIIUTHI MHPOPMALIUU aBTOMATU3UPOBAHHON CHCTEMBI €€ HKCILUTYaTalluOHHOM
JOKYMEHTAIlUU

14. KoHTpOsb cTaOUIBHOCTH XaPaKTEPUCTUK CUCTEMBI 3aLUThI MH()OPMAIIMY aBTOMAaTH3UPOBAHHOMN CUCTEMBI

15. BeneHue TexHMUECKON JOKYMEHTAIMH, CBSI3aHHOM C HKCIUTyaTalMe CUCTEM 3aIlUThl HH(POPMALUK aBTOMATU3UPOBAHHBIX CUCTEM

16. Yuactue B paboTax 1o 00eCIeYeHnI0 3auIiThl UH(OPMAIIMK TPU BBIBOJE U3 HKCIUTyaTal[ii aBTOMAaTU3UPOBAHHBIX CHCTEM

IK3amen no npogheccuonanbHomy mooynio (0emMoOHCmpPayuOHHbLIL IKIAMEH)

Bcezo

857




3. YCJIOBUSA PEAJIMBAIIUU ITPOT'PAMMBI ITPO®PECCHOHAJIBHOI'O MOAYJIA

3.1. l1s peanu3anuyu NporpaMMsl Npo¢eccHOHAIBLHOI0 MOAYJIS 10KHBI ObITH
NpeaycMOTPEHbI cileAyIolue cneluaabHble NoOMeleH s :

Peanuzanuss mporpaMMbl IMpenanojaraeT Haluyue ydeOHOro kabunera, jabopaTopuii
MH(OPMALIMOHHBIX TEXHOJIOTHH, MPOrpaMMUPOBaHMs U 0a3 JaHHBIX, CETEH U CUCTEM Ieperadyu
uH(pOpMaIiU, TPOrPaMMHBIX U IPOTrPAMMHO-ANIAPATHBIX CPEACTB 3alUThHI HH(OPMALIUY.

O6opynoBanue y4eOHOr0o KaOuHEeTa U pabovrx MECT KaOWHEeTa:

— pabouee MecTO MPero1aBaTes;

— TOCaJI0OYHBIE MECTa JUIsl 00YJaOLIHXCS;

—  ayJIUOBH3YyaJbHBIM KOMILICKC;

— KOMIUIEKT 00y4Jaroliero Marepuana (KOMIIEKT Pe3eHTALIHIA).

O6opynoBanue 1abopatopuu U pabouux MecT J1abopaTopuu HHGOPMAITMOHHBIX
TEXHOJIOTHi1, TPOrpaMMUPOBAaHUS U 0a3 JaHHBIX:

— pabouue MecTa Ha 6a3e BBIYUCIUTEIbHON TEXHUKU, TTOJIKITIOYEHHBIE K JTOKAIBbHOM
BBIUMCIUTENBHON ceTH U HH(POPMAIIMOHHO-TEJICKOMMYHUKAIMOHHON ceTn HTepHeT;
— JIUCTpUOYTHB yCTaHABJIMBAEMOW ONEPALMOHHON CUCTEMBI,
— BHUPTyaJbHas MamuHa Ui paboThI C ONEPAMOHHON CHCTEMOM (THTIEPBU30D);
— CVYbJI;
— CASE-cpencTBa mst mpoeKTUPOBaHUS 0a3bl TaHHBIX;
— HMHCTPYMEHTAJbHas Cpe/ia MpOTpaMMUPOBaHUS;
— TaKeT MPUKIATHBIX MPOTPAMM.
OO6opynoBaHue J1a00OpaTOpHH U pabOUMX MECT JTabOpaTOpPUH CeTel U CUCTEM TIepenadn
uH(pOpMaLUu:
— pabouune MecTa Ha 6a3e BBIYUCIUTEIHHON TEXHUKH, TTOJIKITIOYEHHBIE K JTOKATbHOM
BBIYUCITUTENFHON CETH M WH(OPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHOM ceTn IHTepHeT;
— CTeHJBI ceTel mepeaun JaHHbIX;
— CTPYKTypHUpOBaHHAas KaOelbHasi CUCTEMA;
—  BMYJSTOpP (AMYJISTOPHI) AKTUBHOTO CETEBOTO0 00OPYI0BAHMS;
— IporpaMMHoOe 00ecriedeHrne CETeBOro 000py10BaHMUS.
O6opynoBanue 1adoparopuu U pabourx MecT J1adopaTOPUU MPOrPaMMHBIX U POTPaMMHO-
amrmapaTHbBIX CPEICTB 3alIUThl HHPOPMAIIUH:
— paboune MecTa Ha 6a3e BBRIYUCIUTETHHON TEXHUKH, TIOJIKITIOYEHHBIE K JTOKATbHOM
BBIUMCIUTENHFHON CeTH M HH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTn HTepHeT;
— aAHTUBUPYCHBIA IPOTPAMMHBIN KOMIIJIEKC;
— TpOrpaMMHO-aIIapaTHbIe CPEACTBA 3alIUTHI HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO
JOCTYTIa, OJIOKUPOBKH JAOCTYIIA U HAPYIICHHS [IEJIOCTHOCTH.

3.2. UudopmanuonHoe odecriedeHne 00yueHus

3.2.1. OcHOBHBIE TeYATHBIE HCTOYHUKH
1. XXmanoB C.A., WBanoBa H.IO., Mansxuna B.I'. OnepanmoHHBIE CHCTEMBI, CETH H
UHTEpHET-TexHoorun — M.: M3naTenbckuii neHTp «Axagemusy, 2014.



2. KoctpoB b. B. , Pyukun B. H. Cetu u cucremsl nepemauun uHdopmaruu — M.:
W3narenbckuit ieHTp «Akanemusi», 2016.

3. Kypuno A.Il., Munocnasckas H.I'., CenaropoB M.IO., Toncroit A.W. YmpasneHnue
prckamMy HH(POPMALIMOHHON 0€30MacHOCTH.- 2-¢ u3a.- M.: ['opsiaas nunus-Tenekom, 2014.

4. MenwaukoB JI. Madopmanmonrasi 6€30macHOCTh OTKPHITBIX cucTeM.- M.: ®opym, 2013.

5. Omudep B., Omudep H. Komnbrorepubie cetu. [IpHHITUIIBI, TEXHOJIOTHH, TPOTOKOJBI.
VYyebnuk, 5-¢ uzganue — [Murep, 2015.

6. Cununpin C.B. , baraes A.B. , Hamorun H.IO. Onepamuonnsie cuctempl — M.:
N3natensckuit neHTp «Akagemusy, 2013.

7. Cxpunauk J[. A. OOmme BOMPOCH TEXHHYECKOW 3amuThl WHPOpMAuu: ydeOHOEe
nocobue / Ckpunnuk [I. A. —M.: UntepHer-YHuBepcurer Mudpopmannonnsix TexHomorui
(MHTYWUT), 2016.

8. Tanmenbaym D., Yazepomr Jl. Komnbrorepasie cetu. 5-e u3a. — [utep, 2013.

3.2.2. JlonoiHUTE/IbHbIE MeYaTHbIE HCTOYHUKH:

1. be36boroB A.A., SxoBneB A.B., MaprembsnoB H).®. be3omacHOCTh omepannoHHBIX
cucrteM. M.: I'emmoc APB, 2008.

2. boprucoB M.A. OcCOOEHHOCTH 3aIUTHI IEPCOHAIBHBIX JAHHBIX B TPYIOBBIX OTHOLICHHUSX.
M.: JIubpokowm, 2012. — 224 c.

3. bpoiino B.JI. BerunuciurensHbIe CHCTEMBI, CETH M TEICKOMMYHHKAIUU: YYCOHUK IS
BY30B. 2-¢ u3a. - CII6.: I[Tutep, 2006 - 703 c.

4. I'yoenkoBA.A.NHpopmanronHas 6€30MacHOCTh BEIUMCIUTENBHBIX CeTeil: yueb. mocobue
/ A. A. T'ybenkos. - Capatos: CI'TY, 2009. - 88 c.

5. Heiiten X. M., [e#iten I1. JIx., Yodpuec M. P. Omnepaunonusie cuctembl. Yacts 1.
OcHoBbl ¥ npuHLUIEl — M.: bunom, 2011. — 1024 c.

6. Hetiten X. M., Hdeititen II. JIx., Yoduec JI. P. Onepaunonusie cuctemsl. YacTtsp 2.
Pacnpenenennsie cuctemsl, ceTH, 0e3omacHocTh — M.: bunowm, 2011. — 704 c.

7. IBanos B.U., T'opnuenko B.H., Ilonos I'.H. Ludposrie u aHamoroBble CHCTEMbI
nepenaun: YueOHuk.-M.: 'opsuas nunus-Tenekom., 2008

8. Kodnep M., Linux. [TomHoe pyxoBozactso — ITurep, 2011. — 800 c.

9. Kynakos B.I'., Tarapun M.B.,, u g1p. MHWudopmanuonHas 0Oe30macHOCTb
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM. YueOHoe mocodue.-M.: Panno u cBs3p, 2008

10. Jlanonuna O.P. OcHOBBI ceTeBOll 0€30MacHOCTH: KpuUnTorpaduueckue aaropuTMbl U
MPOTOKOJIBI B3aUMOACHCTBUS: YueOHOe ocobue.- 2-e u3ll., ucnp.- M.: IHTepHeT-YHuBepCcCUTET
UT; BUHOM. Jlaboparopus 3Hanwuii, 2007.- 531 c.

11. Mak-Knap C., Cxkemopeit [Ix., Kypr JI. Cekpersl xakepoB. be3omacHocTh ceTeit —
rOTOBBIE penieHus, 4-e uza. — M.: Buneamc, 2004. — 656 c.

12. Mamrox A.A., TMasusun C.B., Tloroxxun H.C. BBenenuwe B 3ammry WHPOpPMAIUH B
AaBTOMATU3MPOBAaHHBIX cucTeMax: Yueb. [locoOue mns By3oB.- 3-¢ usn., crep. M.: I'opsuas
muausg, 2005.- 147 c.

13. IMapteika T. JI., ITono M. U. OnepanrioHHbIe CHCTEMBI, Cpebl U 000JI0YKHU: yued. moc.
st ctyaentoB CIIO — M.: @opym, 2013. — 544 c.

14. Tlnaronos, B. B. [IporpammHo-anmapatHbie cpeacTBa oOecredeHus: nH(OOpMaImOHHOM
0€30MacHOCTH BBIUMCIUTENBHBIX CeTei: YueO. mocoOue A CTyaA. BhICHI. y4eO. 3aBeneHuii / B.
B. IInaronos. — M.: Akamemus, 2006. — 240 c.
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3.2.3. [lepuoauyeckue U3IaHUsA:

1. Kypuaner Chip/Yun: JXypHan o0 KOMIBIOTEpHOH TEXHUKE ISl MPOPECCHOHAIOB M
OTIBITHBIX MOJIb30BaTENEH;

2. Kypnans! 3amura nadopmanuu. Uucaiin: MHGopMarmoHHO-METOIUUECKHH KypHAIT

3. Mudopmannonnas 6e30nacHOCTh pernoHoB: HaydHO-TipakTHYeCcKuil sKypHa

4. Bonpocel  kuOepOe3onacHocTH. HayuHblif, nepuoguueckuii, WHPOPMALMOHHO-
METOAMYECKHA JKypHaJl ¢ 0a30BOM coenuanm3anmueid B 00JacTd  MHGOPMAIMOHHON
6e3omacuoctu.. URL: http://cyberrus.com/

5. besonacHocth HHpOpPMAIMOHHBIX TexHonoruil. Ilepuognyueckuii pereH3UpyeMbIii
HayuHblil )kypHan HUSY MU®U. URL: http://bit.mephi.ru/

3.2.4. DJIeKTPOHHbIE HCTOYHUKH:

1. MudpopmaimoHHO-CIIpaBOYHAs CHCTEMa MO0 JOKyMEHTaM B O00JacTH TEXHUYECKOM
3anuThl nHpopmaru WWW.fstec.ru
WudopmarmonHslii moprai o 6e3onacHoctd WWW.SecurityLab.ru.

w

OOpa3zoBarenbHbIE TOPTATBI M0 PA3JMYHBIM HANpaBIICHUSIM OOpa30BaHUS W TEMaTHKE
http://depobr.gov35.ru/

Poccuiickuii GnomeTpuueckuii mopran WWWw.biometrics.ru

Caiit xypnana UnpopmanronHas 6e3omnacHocTs http://www.itsec.ru —

Caiit HayuHo# 31eKTpoHHO# Oubnmmorexku Www.elibrary.ru

CnpaBoyHo-mipaBoBas cuctema «I["apanT» » Www.garant.ru

CnpaBouHo-mipaBoBas cucrema «KoncynpranT [Imroc» www.consultant.ru

© o N R

@enepanbHas ciyk0a Mo TeXHUYECKOMY U 3KcnopTHOMY KoHTposo (OCTIK Poccun)

www.fstec.ru

10. ®enepanbupnii  mopran  «MHPOPMAIMOHHO-KOMMYHUKAIIMOHHBIE  TEXHOJIOTHH B
obpazoBanum» htpp\\:www.ict.edu.ru

11. ®enepanbubiii mopran «Poccuiickoe odpazoBanre WWw.edu.ru
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4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHMUAA
MNPO®ECCHUOHAJIBHOI'O MOAYJIA

Konx n namMmeHoBaHue
npodecCHOHABLHBIX U
001X KOMITIETEHIIUH,
hopMupyeMbIe B paMKax
MOYJIst

Kputepuu onenku

MeTtoab! orieHKH

[IK 1.1. ITpousBoautsb
YCTaHOBKY U HACTPOUKY
KOMIIOHEHTOB
aBTOMATU3HPOBAHHBIX
(MHpOpMaIIMOHHBIX)
CUCTEM B 3alLULICHHOM
UCIIOJIHEHUU B

JIeMOHCTpUpPOBATh yMEHUS
YCTaHOBKHU U HaCTPOUKHU
KOMIIOHEHTOB
aBTOMATHU3HPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CUCTEM
B 3aLMIICHHOM HCIIOJIHEHUH
B COOTBETCTBUH C

TECTUPOBaHUE,
IK3aMEH

KB (DUKAIIMOHHBIH,
SKCIIEPTHOE HAOIIOICHHE
BBIMOJIHEHUS JTA0OPATOPHBIX
pabor,

IKCIEPTHOE HAOIIOICHHE

COOTBETCTBHUHM C TpeOOBaHUSAMU BBINOJIHEHUS TPAKTHYECKUX

TpeOOBAHUAMU 9KCIUTYaTallMOHHON paoor,

9KCILTyaTallMOHHON JOKYMEHTalluu OLICHKA peIICHUs

JOKYMEHTAI1H. CUTYallMOHHBIX 3a/1a4,
OLIEHKa IIpoliecca U
PE3yJIbTaTOB BBIIIOJIHEHUS
BUJIOB Pa0OT HA MPAKTUKE

IIK 1.2. [IposiBnenue ymeHus u TECTUPOBAHHUE,

AMUHUCTPUPOBATH MIPaKTUYECKOTO OIBITA JK3aMEH

IIPOrpaMMHBIE U aJMUHHUCTPUPOBAHUS KBaJTM(HKAIIMOHHBIH,

IPOrpaMMHO-
arnrmaparHbie
KOMITIOHEHTHI
ABTOMAaTU3UPOBAHHON
(MH(pOPMAITOHHOI)
CHCTEMBI B 3aIIUIIEHHOM
UCTIOJTHEHUH.

MPOTPaMMHBIX U
MPOrpaMMHO-aIapaTHBIX
KOMIIOHEHTOB
ABTOMAaTU3HPOBAHHON
(MH(pOPMAITMOHHOI)
CHCTEMBI B 3aIIUIIEHHOM
UCTIOJTHEHU U

AKCIIEPTHOE HAOII0ICHHE
BBITTOJTHEHUS TA00PaTOPHBIX
pabor,

AKCIIEPTHOE HAOII0IeHNE
BBITOJIHEHUS TPAKTHYECKUX
paoor,

OLIEHKA PEelIeHUs
CUTYaIlMOHHBIX 33]ad,
OIIeHKa TIporiecca u
pe3yJIbTaTOB BHITIOTHEHUS
BUJIOB pabOT Ha MPAKTHKE

IIK 1.3. ObecnieunBaTh
6ecniepeboitHyI0 paboTy
aBTOMAaTH3UPOBAHHBIX
(uH(OpPMAITMOHHBIX )
CHCTEM B 3alllUIIIEHHOM
UCIIOJIHEHUH B
COOTBETCTBHH C
TpeOOBaHUSIMHU
AKCIUTyaTallMOHHOM
JTOKYMEHTAIHH.

[TpoBenenue nepevns padboT
1o 00eCTeyeHHIO
6ecriepeOoitHON pabOThI
aBTOMATU3UPOBAHHBIX
(uH(OpPMAITMOHHBIX) CHCTEM
B 3AIIUIIECHHOM HCIIOJIHCHUT
B COOTBETCTBHUH C
TpeOOBAHUSIMU
AKCIUTyaTallMOHHOM
JTOKYyMEHTAIH

TECTUPOBaHUE,
HK3aMeH
KBaJTU(DUKAIIMOHHBIN,
SKCIIEPTHOE HAOIOICHHE
BBITIOJTHEHUS JTA00OPATOPHBIX
pabor,

AKCIIEpTHOE HAOII0ICHNE
BBITTOJIHEHUS TPAKTHYECKUX
pabor,

OIICHKA PEIICHUS




CUTYaIlMOHHBIX 33/ad,
OLIeHKa IIpoIiecca U

Pe3yJIbTaTOB BHITIOJIHEHUS
BUJIOB Pa0OT HA MPAKTUKE

[IK 1.4. OcyiiecTBisiTh
MIPOBEPKY TEXHUYECKOTO
COCTOSIHUSI, TEXHHYECKOE
o0CITyKMBaHUE U
TEKYLUH PEMOHT,
yCTPaHSITh OTKA3bI U
BOCCTAaHABIINBATh
paboToCIIOCOOHOCTh
aBTOMATHU3HPOBAHHBIX
(MHMOPMAITMOHHBIX )
CHCTEM B 3alllUIICHHOM
WCIIOJIHEHUH.

[IposiBsTE 3HAHUS U
YMEHHUS B IIPOBEPKE
TEXHUYECKOTO COCTOSHHS,
MIPOBEJICHUU TEKYIIIETO
PEMOHTA U TEXHUYIECKOTO
o0CTyKMBaHMUS, B
yCTpaHEHUH OTKa30B U
BOCCTAHOBJICHUH
paboTocrnocoOHOCTH
aBTOMAaTH3UPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CHCTEM
B 3alMIICHHOM HCIIOJTHCHUN

TECTHUPOBaHUE,
IK3aMeH
KBaJTH(UKAIIMOHHBIH,
SKCIIEPTHOE HAOIOICHHE
BBINIOJTHEHUS 1a00PaTOPHBIX
pabor,

SKCIIEPTHOE HAOIIOICHHE
BBIMOJIHEHUS TPAKTHYECKUX
pabor,

OIICHKA PEIICHUS
CUTYaIIMOHHBIX 33]1ad,
OIICHKa TIporiecca u
PE3YJIbTATOB BBIMOJIHCHUS
BUJIOB pabOT Ha MPAKTHKE




